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Chapter 0: ISTQB introduction
Noi dung chinh:

1. ISTQB Foundation Level Examination

- Giéi thiéu vé bai thi ISTQB

- Whois ISTQB -ISTQB la gi?

- Course structure -Exams in ISTQB

- About Foundation level Examination -Vé cac mtrc do kién thirc trong bai thi
2. How to study ISTQB and prepare for exam

- Plan for examination- Lap ké hoach cho ky thi

- How to read and use ISTQB books- Cach doc va str dung cac cudn sach ISTQB bang tiéng Anh
- Tips for doing exercises-Cac chi dan, kinh nghiém dé 1am bai tap

1. ISTQOB Foundation Level Examination

1.1 ISTQB Course structure (Cfiu triac ISTQB)

TEST MANAGEMENT

IMPROVING THE TEST PROCESS SECURITY TESTER

IN DEVELOPMINT E

TEST AUTOMATION ENGINEERING
N DEVELOPMENT

ORGANIZATIONAL
IN DEVELOPMENT

TECHNICAL
IN DEVELOPMENT

TEST MANAGER

FOUNDATION EXTENSION FOUNDATION EXTENSION

TEST ANALYST AUTOMOTIVE TESTER

IN DEVELOPMENT

AGILE TESTER

TECHNICAL TEST ANALYST USABILITY TESTER

IN DEVELOPMIENT

MODEL-BASED TESTER

FOUNDATION LEVEL

Bl
441
1]

CERTIFIED TESTER

- There are currently three levels of certification
Co 3 muc do cua chung chi
o The Foundation Level certification (one module) - CTFL (Certified Tester Foundation
level
Chtng chi & murc co ban (1 mang)
o Advanced Level certifications (three modules)
Churng chi ¢ cao hon (3 mang: quan 1y, k¥ thuat test va automation)
o An Expert levels is currently being developed
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Chung chi & mtc chuyén gia dang dugc xay dung

- For all three levels, international working groups develop and maintain internationally uniform
curricula and exams - D4i voi tat ca 3 muc chimg chi, thi déu théng nhat tai liéu giang va bai thi
trén toan thé gioi.

1.2 Whois ISTQB (ISTQB la gi)?
- ISTQBIlal t chirc phi lo1 nhuan c6 trach nhiém dinh nghia ra cadc hudng dan nhu cAu tric bai thi,
quy udc, khai ni¢m, ching chi.
- Nhém lam viée trong t6 chirc ISTQB c6 trach nhiém phat trién va duy tri cac gido trinh va xdy
dung bai thi chung trén toan thé giéi.

1.3 Exams in ISTQB (Bai thi trong ISTQB)
- The ISTQB Certified Tester program provides certification for software testers internationally.
Chuong trinh thi ching chi ISTQB cho tester cung cip chtng chi vé test phan mém c6 gia tri trén
toan thé gidi.

ISTQB® - FOUNDATION LEVEL

Testing

Throughout
the Software Static Testing
Development

Lifecycle

SEIElE Static Testing Categories of Test
Development ) ) e
Lifecycle Models Basics Test Technigues Organisation
Why is Testin ) Black-box Test Test Plannin,
- e Test Levels Review Process =c _ox = . . <
Necessary? Techniques and Estimation
R White-box Test
yp Techniques

Fundamentals
of Testing

Test Test Tool Support
Techniques Management for Testing

Test Tool
Considerations

What is Testing?

Effective Use of
Tools

Seven Testing
Principles

Test Monitoring
and Control

Experience-
based Test
Techniques

Configuration
Management

Test Process

Maintenance
Testing

The Psychology

of Testing Risk and Testing

Defect

Management

2. How to study ISTQB and prepare for exam
Céch nghién ctru va chuén bi cho ky thi 1iy chimg chi ISTQB

2.1 How to read and use ISTQB books
Céch doc va sir dung cac cudn sach ISTQB bang tiéng Anh

Sach dung dé thi chinh thirc ISTQB gom co:

1. ISTQB FOUNDATIONS LEVEL
Gidi thiéu va giai thich 1 cach day du vé cac khai niém va hoat dong cua testing. Gom c6 207 trang.
2. ISTQB FOUNDATION LEVEL SYLLABUS
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Tom tét cac khai niém chinh vé testing, nhitng key word cAn nhé cua quyén 1
3. ISTQB GLOSSARY OF TESTING TERMS

Tir dién cac khai niém vé testing
Ngoai ra cac bd dé thi, cac vi du vé mAu bai thi ¢6 rat nhiéu trén mang

Muc tiéu nghién ciru cac tai liéu ISTQB:

- K1 Remember — Ghi nh¢
- K2 Understand — Hiéu biét
- K3 Apply — Ap dung

2.2 Foundation Level examination — Bai thi ¢ mirc co s&

- 40 multiple choice questions

40 cau hoi tric nghiém

- Ascoring of | point for each correct answer, each question can be 1 to 2 correct answers

Mot dap an ding duoc 1 diém, mdi cau hoi c6 thé ¢ 1-2 cau tra 16i ding

- A pass mark of 65% (26 or more points)

Diém déu 12 65% (26 cau dung hodc nhiéu hon)

- Aduration of 60 minutes (or 75 minutes for candidates taking exams that are not in their native or
local language) - Thoi gian 1am bai 60 phut (hoac 75 phut cho cac tmg ctr vién tham gia cac ky thi
ma khong phai 1a ngén nglr me d¢ hodc cta dia phuong)

Question details — phan chia cau hoi

- K1 -8 cau hoi
- K2 —-24 cau hoi
- K3 -8 ciu hoi

2.3 Plan for examination -Lép ké hoach cho ky thi
- Chuén bj thi trong vong 1 thang dén 1.5 thang
- Mbi tuan tdi thiéu phai doc hét 1 chwong va lam bai tap

Tips for doing exercises -Cac chi din, kinh nghiém dé 1am bai tap

- Poc hiéu va k¥ ludng quyén Syllabus 13 co s& cho viéc on luyén

- Két hop gitra vira doc sach vira 1am bo dé dé ghi nho

- Két qua ding khong quan trong bang din chimg chi ra trong sach dé tim duoc cau tra 161 dung

- Dung cb gang dich sach dé hiéu timg cau timg chir trong sach, hiy doc 1 luot, 2 luot, 3 luot 1
chuong va két hop 1am bai tap dé hiéu dugc ¥ nghia va ghi nhé

- Ghi nhé tir tiéng Anh va ciu hoi tiéng Anh vi bai thi bang tiéng Anh

- Lam quen véi cau hoi dai.
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Chapter 1: Fundamentals of Testing

1.1 What is Testing? - Testing la gi
What is testing?

A common misperception of testing is that it only consists of running tests, i.e., executing the
software. This is part of testing, but not all of the testing activities - Thuong moi nguoi hiéu khai
niém test chi la chay test, chay phan mém nhung d6 chi 1a 1 phan ko phai tat ca cac hoat dong test
Test activities exist before and after test execution. These activities include planning and control,
choosing test conditions, designing and executing test cases, checking results, evaluating exit criteria,
reporting on the testing process and system under test, and finalizing or completing closure activities
after a test phase has been completed - Cac hoat dong test ton tai trudc va sau khi chay PM bao gom:
1én ké hoach va kiém soat, chon diéu kién test, thiét ké va chay test case, test két qud, danh gia tiéu
chi két thuc, béo cdo trong quy trinh test va cac hoat dong dong sau khi giai doan test hoan thanh.
Testing also includes reviewing documents (including source code) and conducting static analysis -
Test thi bao gdm ca review tai lidu, source code, phan tich tinh

Both dynamic testing and static testing can be used as a means for achieving similar objectives, and
will provide information that can be used to improve both the system being tested and the
development and testing processes - Ca dynamic va static testing dugc st dung dong thoi dé dat duoc
muc dich gidng nhau va s& cung cip thong tin dé cai tién HT dang dc test va cac quy trinh

1.1.1 Typical Objectives of Testing

To evaluate work products such as requirements, user stories, design, and code - Dé danh gia cac san
phém nhu la requirements, user stories, design, and code

To verify whether all specified requirements have been fulfilled - Bé xdc minh xem tat ca cac yéu
cau da dugc thyuc hién day du chua

To validate whether the test object is complete and works as the users and other stakeholders expect -
Dé xac thyc xem d6i tugng test da hoan thanh chua va hoat dong nhu nguoi ding va cac bén lién
quan khac mong dgi chua

To build confidence in the level of quality of the test object - Bé xay dung su tu tin vé mirc do chat
luong

To prevent defects - Dé ngan ngira 16

To find failures and defects - Dé tim failures va 13i

To provide sufficient information to stakeholders to allow them to make informed decisions,
especially regarding the level of quality of the test object - Cung cap day du thong tin cho céc bén
lién quan dé cho phép ho duara quyét dinh sang subt, dic biét 1a vé mirc d6 chit lugng cua ddi tuong
test

To reduce the level of risk of inadequate software quality (e.g., previously undetected failures
occurring in operation) - Bé giam mtrc d6 rui ro vé chat lwong phan mém khong day dua (vi du: cac
16i khong duoc phat hién trude d6 xdy ra trong khi hoat dong)

To comply with contractual, legal, or regulatory requirements or standards, and/or to verify the test
object’s compliance with such requirements or standards - Tuan thu cac yéu cu hodc tiéu chuan theo
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hop ddng, phap 1y hoidc theo quy dinh va / hoic dé xac minh ddi twong test tuan thi cac yéu cau hodc
tiéu chuan d6

Different viewpoints in testing take different objectives into account

C6 cac muc dich khac nhau trong tirng giai doan test:

During component testing, one objective may be to find as many failures as possible so that the
underlying defects are identified and fixed early. Another objective may be to increase code coverage
of the component tests - Trong component testing, mot muc tiéu co thé 13 tim ra cang nhiéu 15i cang
tdt dé cac defect co ban duoc xéc dinh va khic phuc sém. Mot muc ti€u khac co thé 1a tang do bao
phu test cua cac thanh phan.

During acceptance testing, one objective may be to confirm that the system works as expected and
satisfies requirements. Another objective of this testing may be to give information to stakeholders
about the risk of releasing the system at a given time - Trong qua trinh test chdp nhin, mét muc tiéu
¢6 thé 1a x4c nhan réng hé théng hoat dong nhu mong doi va dép ing céc yéu cAu. Mot muc tiéu khac
clia test ndy co thé 1a cung cip thong tin cho cac bén lién quan vé rii ro cia phat hanh hé thong tai
mdt thoi diém nhat dinh.

1.1.2 Testing and Debugging
Testing and debugging are different.

Executing tests can show failures that are caused by defects in the software - Thuc hién cac test co
thé cho thay cac 16i dugc gy ra bai cac defect trong phan mém.

Debugging is the development activity that finds, analyzes, and fixes such defects - G& 16i 1a hoat
dong phat trién tim, phan tich va sta cac 18i d6

Subsequent confirmation testing checks whether the fixes resolved the defects - Test xac nhan xem
cac ban stra 16i ¢6 giai quyét dugc chinh xac 16i khong.

1.2 Why is Testing Necessary?

Rigorous testing of systems and documentation can help to reduce the risk of problems occurring
during operation - Test mot cach can trong HT va tai lidu ¢6 thé giup giam riii ro cho cac van dé co
thé xay ra trong qua trinh van hanh PM

When defects are detected, and subsequently fixed, this contributes to the quality of the components
or systems - Khi phat hién 16i va sau d6 duoc stra, diéu nay gop phan vao chit lugng ciia cac thanh
phan hoic hé thong

Software testing may also be required to meet contractual or legal requirements, or industry-specific
standards - Test PM ciing 1 1 yéu cau trong hop ddng va cac yéu cau phép 1y hodc chuan cong
nghiép.

1.2.1 Testing’s Contributions to Success

It is quite common for software and systems to be delivered into operation and, due to the presence
of defects, to subsequently cause failures or otherwise not meet the stakeholders’ needs - Cac phan
mém va hé théng duoc dua vao van hanh bi gip 1i, sau d6 gy ra failures hodc khong dap tng nhu
cau clia cac bén lién quan.

Using appropriate test techniques can reduce the frequency of such problematic deliveries, when
those techniques are applied with the appropriate level of test expertise, in the appropriate test levels,
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and at the appropriate points in the software development lifecycle - Str dung cac k¥ thuat test phu
hop c6 thé lam giam tan sudt ctia cac 1an ban giao hang c6 van dé, khi cac ki thuat d6 dugc ap dung
v6i mirc do test, giai doan test va tai cac diém thich hop trong vong doi phat trién phan mém.

e Testing contributes to overall software development and maintenance success - Test gop phan phat
trién phan mém tong thé va bao tri thanh cong.

Example:

Phase

Testers involved in requirements reviews or
user story refinement could detect defects
Tester tham gia vao danh gia yéu cau hoic
sang loc yéu cau nguoi dung c6 thé phat hién
loi

Testers work closely with system designers
while the system is being designed can
increase understanding and how to test it
Tester 1am viéc chat ché vai cac designer trong
khi hé théng dang dugc thiét ké co thé ting su
hiéu biét va cach test nd

Testers work closely with developers while the
code can increase understanding and how to
test it

Tester lam viéc chat ché vai cac developer
trong khi code co thé ting su hiéu biét va cach
test nd

Testers verify and validate the software prior
to release can detect failures

Tester xac minh va xac thuc phan mém trudc
khi phat hanh c6 thé phat hién 15

1.2.2 Quality Assurance and Testing
Quality assurance and testing are not the same, but they are related - Dam bao chét luong va test

khong gidng nhau, nhung chiing c6 lién quan

Contributes

Reduces the risk of incorrect or untestable
functionality being developed.

Giam nguy co chirc nang khong chinh xéc
hodc khong thé kiém chimg dang duoc phat
trién.

Reduce the risk of fundamental design defects
and enable tests to be identified at an early
stage.

Giam nguy co 131 thiét ké co ban va cho phép
cac xét nghiém dugc xac dinh ¢ giai doan dau.

Reduce the risk of defects within the code and
the tests.
Giam nguy co 16i trong code va cac bai test.

Increases the likelihood that the software
meets stakeholder needs and satisfies
requirements.

Tang kha nang phin mém dap ng nhu cu cia
cac bén lién quan va dép Gmg cac yéu cau.

Quality management includes all activities that direct and control an organization with regard to
quality, includes both quality assurance and quality control - Quan Iy chét lugng bao gdm tét ca
cac hoat dong chi dao va kiém soat mot td churc lién quan dén chét luong, bao gém ca dam bao

chat lugng va kiém soat chit luong

Quality assurance is typically focused on adherence to proper processes, in order to provide
confidence that the appropriate levels of quality will be achieved. - Bam bao chit luong thuong
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tap trung vao viéc tuan thi cac quy trinh thich hop, dé dam bao rang murc d6 chat lugng phu hop
s€ dat duoc.

Quality assurance contributes to defect prevention (example: the use of root cause analysis to
detect and remove the causes of defects, retrospective meetings to improve processes) - Pam bao
chét lugng gop phan ngin ngtra defect (vi du: viée sir dung phan tich nguyén nhan gdc dé phat
hién va loai bo cac nguyén nhan gay ra 161, cac cudc hop dé cai thién cac quy trinh)

Quality control involves various activities, including test activities, that support the achievement
of appropriate levels of quality. Test activities are part of the overall software development or
maintenance process - Kiém soat chat lugng lién quan dén cac hoat dong khac nhau, bao gom cac
hoat dong test, hd trg dat duoc muc chét lrong phu hop. Cac hoat dong test la mot phén cua quy
trinh bao tri hodc phat trién phin mém tong thé

Since quality assurance is concerned with the proper execution of the entire process, quality
assurance supports proper testing - Vi dam béo chat luong lién quan dén viéc thuc hién dung toan
bd quy trinh, dam bao chit lwong hd tro test thich hop

1.2.3 Errors, Defects, and Failures

)

-

Mistake:

Human action that

produces an "'W istake/
incorrect result. ‘Error

|~

-

o
Defect:

Manifestation of Defect/Fault I
an error in software. {:{ -

N
’ ’ Failure
Failure:
Deviation of the
software from its

expected delivery or

service.

Errors may occur for many reasons, such as:

Time pressure Human fallibility - Ap lyc thoi gian

Inexperienced or insufficiently skilled project participants - Nguoi tham gia du 4n thiéu kinh
nghiém hodc khong du k¥ ning

Miscommunication between project participants, including miscommunication about requirements
and design - Thong tin sai léch giita nhitng nguoi tham gia du 4n, bao gdm ca thong tin sai léch vé
cac yéu cau va thiét ké
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e Complexity of the code, design, architecture, the underlying problem to be solved, and/or the
technologies used - Do phtic tap ciia code, thiét ké, kién trac, van dé co ban can giai quyét va /
hoac cac cong ngh¢ duoc st dung

e Misunderstandings about intra-system and inter-system interfaces, especially when such intra-
system and inter-system interactions are large in number - Nhiing hiéu 1am vé giao dién giira hé
thdng va lién hé théng, dic biét 1a khi cac twong tac giita hé thong va lién hé thdng d6 co sb lugng
16n

e New, unfamiliar technologies - Cong nghé mai, la

In addition to failures caused due to defects in the code, failures can also be caused by environmental
conditions - Ngoai cac 15i gy ra do 13i trong code, cac 16i ciing c6 thé duoc gay ra boi cac diéu kién moi
truong

Not all unexpected test results are failures- Khong phai tat ca cac két qua test khong mong mudn déu 1a
failure:

e False positives may occur due to errors in the way tests were executed, or due to defects in the test
data, the test environment, or other testware, or for other reasons. The inverse situation can also
occur, where similar errors or defects lead to false negatives — 15i gia c6 thé xay ra do sai trong
cach thuc hién céc test hodc do 18i trong dir liéu test, moi truong test hodc cac phan mém test khac
hoic vi 1y do khac. Tinh hudng nghich dao ciing c6 thé xay ra, trong d6 cac 15i hodc defect twong
tu dan dén 16i sai.

1.2.4 Defects, Root Causes and Effects
The root causes of defects are the earliest actions or conditions that contributed to creating the defects -
Nguyén nhan gc ré cta defect 1a nhirng hanh dong hoic diéu kién sém nhét gop phan tao ra nhiéu defect

Identify the root causes of failure can- Xéac dinh nguyén nhan gdc ré cua su failure co thé:

e Reduce the occurrence of similar defects in the future - Giam su xuét hién cta cac defect twong tu
trong tuong lai.

e Lead to process improvements that prevent a significant number of future defects from being
introduced - Dan dén cai tién quy trinh ngin chan mot s6 luong dang ké cac defect trong tuong lai

1.3 Seven Principles of Testing — 7 nguyén ly co ban cuia testing
Testing shows presence of defects

e Testing can show that defects are present, but cannot prove that there are no defects - Test co thé
chi ra 16i, nhung khong thé ching minh rang phan mém khong c6 16i.

e Testing reduces the probability of undiscovered defects remaining in a software but, even if no
defects are found, it is not a proof of correctness - Test 1am giam xac suat ciia cac 16i chua dugc
kham phé vin con trong phan mém nhung ngay ca khi khong c6 1 16i ndo duge tim thay, né ciing
khong phai 1 mot bang chimg vé tinh diing dén phan mém.

Exhaustive testing is impossible — Complete test

e Test everything (all combination of inputs and preconditions) is not feasible - Test tit ca moi thir
(tat ca cac két hop cua dau vao va diéu kién) 1a khong kha thi
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¢ Instead of exhaustive testing, risk analysis and priorities should be used to focus testing efforts -
Thay Vi test tat ca, phan tich rui ro va sap xép thir tw wu tién nén duge st dung dé tap trung trong
testing.
Early testing

e Testing activities should start as early as possible in the software or software development life
cycle and should focus on defined objectives - Cac hoat dong test nén bat ddu cang sém cang tot
trong chu ky phdn mém hodc toan bd vong doi phat trién va nén tp trung vao muc tiéu duoc xac
dinh

e Perform the test design and review activities early can find defects early on when they are cheap
to find and fix - Thuc hién céc test va review cang sém thi 16i cang dugc phét hién sém khi d6 it
t6n cong dé dé tim va sira chira.

Defect clustering: defect density

e A small numbers of modules usually contains most of the defects discovered during pre-release
testing, or is responsible for most of the operational failures Mot sé lugng nhé ciia cac mo-dun
thudng c6 chtra hau hét cac 16i duoc phat hién trong qua trinh test truéce khi phat hanh, hodc 1a
chiu trach nhiém cho hau hét cac failure ctia hé thong.

e Rule 80/20: Module core often contains 80% defects - Quy tic 80/20: Module 18i thudng chira
80% 16i

Pesticide paradox

e If the same tests are repeated over and over again, no new defects can be found - Néu céc test
tuong tu dugc lap di lap lai nhiéu lan, khong cé 16i m&i nao c6 thé duoce tim théy.

e To overcome this pesticide paradox, test cases need to be regularly reviewed and revised; new and
different tests need to be written to exercise different parts of the software to find potentially more
defects - B¢ khac phuc nghich 1y thudc trir sdu nay, cac test case can phai dugc thuong xuyén ra
soat va sura déi; Test méi va khéac di dé tim ra nhiéu 13i tiém 4n hon.

Testing is context dependent

e Testing is done differently in different context - Test duoc thyc hién khac nhau trong bdi canh
khac nhau
e Ex: Safety-critical software is tested differently from an ecommerce site - Vi du: phan mém an
toan quan trong dugc test khac nhau véi mot trang web thwong mai dién tir
Absence of error fallacy

e All specified requirements and fixing all defects found could still produce a system that is difficult
to use, that does not fulfill the users’ needs and expectations, or that is inferior compared to other
competing systems - tit ca cac yéu cau dugc chi dinh va sira tat ca cac 16i duge tim thiy van co
thé tao ra mot hé théng kho st dung, khong dap ung nhu cau va mong doi cia ngudi dung, hodc
kém hon so véi cac hé théng canh tranh khac.
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1.4 Test Process

1.4.1 Test Process in Context
Contextual factors that influence the test process for an organization, include, but are not limited to - Cac
yéu t6 bdi canh anh huong dén qua trinh test cho mét t chie, bao gdm, nhung khong gidi han 6:

Software development lifecycle model and project methodologies being used - M6 hinh vong doi
phat trién phan mém va phuong phap du an dang duogc sir dung

o Test levels and test types being considered - Mtrc test va loai test dang dugc xem xét

o Product and project risks - Rui ro san phdm va dy an

o Business domain - Linh vuc kinh doanh
Operational constraints, including but not limited to - Cac rang budc hoat dong, bao gdm nhung
khodng gidi han 6:

o Budgets and resources - Ngéan sach va tai nguyén

o Timescales - Thoi gian

o Complexity - Phuc tap

o Contractual and regulatory requirements - Yéu cau hgp dong va quy dinh
Organizational policies and practices - Chinh sach va thyc hanh t6 chirc
Required internal and external standards - Yéu cau tiéu chudn ndi bo va bén ngoai

1.4.2 Test Activities and Tasks

Test planing

Test monitoring and

control

Test analysis

Test design

Test implement

Test execution

Test completion

—
W
e
A 4
—
W
—
b 4
—
A 4
—
b 4
—

In Agile development involves small iterations of software design, build, and test that happen on a
continuous basis, supported by on-going planning. So test activities are also happening on an iterative,
continuous basis within this development approach. — Trong Agile bao gom cac giai doan 1ap nho cua
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thiét ké, xay dung va test phén mém xdy ra lién tuc, duoc hd trg boi ké hoach lién tuc. Vi vay, cac hoat
dong test cling dang dién ra trén co s& lap di 1ap lai, lién tuc trong phuong phéap phat trién nay.

In sequential development, the stepped logical sequence of activities will involve overlap, combination,
concurrency, or omission, so tailoring these main activities within the context of the system and the
project is usually required. - Trong phat trién tuan tw, cac hoat dong thyc hién c6 thé 13 tuan ty, chong
chéo, két hop, d@)ng thoi hodc thiéu sot, do do, diéu chinh cac hoat dong chinh nay trong bdi canh cua hé
théng va du an thuong dugc yéu cau.

Test activities
Test planning

Test
monitoring and
control

Test analysis

Obijectives
Define the objectives of testing and the

approach for meeting test objectives (e.g.,
specifying suitable test techniques and
tasks, and formulating a test schedule for
meeting a deadline).

- May be revisited based on feedback from

monitoring and control activities

- Involves the on-going comparison of

actual progress against the test plan using
any test monitoring metrics defined in the
test plan

- Involves taking actions necessary to meet

the objectives of the test plan

- Are supported by the evaluation of exit

criteria for test execution as part of a
given test level may include:
+ Checking test results and logs against
specified coverage criteria
+ Assessing the level of component or
system quality based on test results and
logs
+ Determining if more tests are needed

- Provide test progress reports, including

deviations from the plan and information
to support any decision to stop testing

Analyzing the test basis appropriate to the
test level being considered:
- Requirement specifications

- Design and implementation
information

- The implementation of the component

or system
- Risk analysis reports

Evaluating the test basis and test items to
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Work products
One or more test plans includes:
- information about the test basis

- to which the other test work
products will be related via
traceability information

- exit criteria (or definition of done)
which will be used during test
monitoring and control

- test progress reports (produced on
an ongoing and/or a regular basis)

- test summary reports (produced at
various completion milestones)

defined and prioritized test
conditions

- bi-directionally traceable
- test charters

- reporting of defects in the test basis
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Test design

Test
implementation

identify defects of various types, such as:

- Ambiguities

- Omissions

- Inconsistencies

- Inaccuracies

- Contradictions

- Superfluous statements

Identifying features and sets of features to be
tested

- Defining and prioritizing test
conditions (functional, non-
functional, and structural
characteristics, other business and
technical factors, and levels of risks)

- Capturing bi-directional traceability
between each element of the test basis
and the associated test conditions

Designing and prioritizing test cases and
sets of test cases

Identifying necessary test data to support
test conditions and test cases

Designing the test environment and
identifying any required infrastructure and
tools

Capturing bi-directional traceability
between the test basis, test conditions, test
cases, and test procedures

Developing and prioritizing test
procedures, and, potentially,
creating automated test scripts

Creating test suites from the test
procedures and (if any) automated
test scripts

Arranging the test suites within a test
execution schedule in a way that results in
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High-level test cases, without
concrete values for input data and
expected results

Bi-directionally traceable to the
test condition(s) it covers.

Test data, the design of the test
environment, and the identification
of infrastructure and tools, though
the extent to which these results are
documented varies significantly.

Test conditions defined in test
analysis may be further refined in
test design

Test procedures and the
sequencing of those test
procedures

Test suites
A test execution schedule

The test data serve to assign
concrete values to the inputs
and expected results of test
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Test execution

Test
completion

efficient test execution

Building the test environment and
verifying that everything needed has
been set up correctly

Preparing test data and ensuring it is
properly loaded in the test environment

Verifying and updating bi-directional

traceability between the test basis, test
conditions, test cases, test procedures,
and test suites

Recording the IDs and versions of the
test item(s) or test object, test tool(s),
and testware

Executing tests either manually or by
using test execution tools

Comparing actual results with expected
results

Analyzing anomalies to establish their
likely causes

Reporting defects based on the failures
observed

Logging the outcome of test execution
(e.g., pass, fail, blocked)

Repeating test activities either as a
result of action taken for an anomaly, or
as part of the planned testing

Verifying and updating bi-directional

traceability between the test basis, test
conditions, test cases, test procedures,
and test results.

Checking whether all defect reports are
closed, entering change requests or
product backlog items for any defects
that remain unresolved at the end of test
execution
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cases

The concrete expected results
which are associated with
concrete test data are
identified by using a test
oracle.

Documentation of the status of
individual test cases or test
procedures (e.g., ready to run,
pass, fail, blocked, deliberately
skipped, etc.)

Defect reports

Documentation about which test
item(s), test object(s), test tools,
and testware were involved in
the testing

Test summary reports

Action items for improvement of
subsequent projects or iterations

Change requests or product
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- Creating a test summary report to be backlog items

communicated to stakeholders o
- Finalized testware.

- Finalizing and archiving the test
environment, the test data, the test
infrastructure, and other testware for
later reuse

- Handing over the testware to the
maintenance teams, other project teams,
and/or other stakeholders who could
benefit from its use

- Analyzing lessons learned from the
completed test activities to determine
changes needed for future iterations,
releases, and projects

- Using the information gathered to
improve test process maturity

1.4.4 Traceability between the Test Basis and Test Work Products

In order to implement effective test monitoring and control, it is important to establish and maintain
traceability throughout the test process between each element of the test basis and the various test work
products associated with that element - dé thuc hién giam sat va kiém soat test hiéu qua, diéu quan trong
14 phai thiét 1ap va duy tri kha ning truy nguyén trong sudt qué trinh test giira timg yéu td ciia co sd test
va cac san pham cong viéc test khac nhau dugc lién két voi yéu té do

Good traceability supports - Hb trg truy xudt ngudn gdc tot:

Analyzing the impact of changes - Phan tich tic dong cua nhimg thay doi
Making testing auditable - Lam cho test cé thé test duoc
Meeting IT governance criteria - Pap ung tiéu chi quan tri CNTT

Improving the understandability of test progress reports and test summary reports to include the
status of elements of the test basis (e.g., requirements that passed their tests, requirements that
failed their tests, and requirements that have pending tests) - Cai thién tinh d& hiéu cua bao céo
tién do test va bao cao tom tit test dé bao gom trang thai ctia cac yéu t6 ciia co so test (vi du: cac
yéu cu da vuot qua test ciia ching, yéu cau khong vuot qua test va yéu cau co cac test dang cho
Xt 1y)

Relating the technical aspects of testing to stakeholders in terms that they can understand - Lién
quan céc khia canh k¥ thuét cua test voi cac bén lién quan theo cac diéu khoan ma ho co thé
hiéu
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- Providing information to assess product quality, process capability, and project progress against
business goals - Cung cp thong tin dé danh gia chét luong san pham, kha ning xu 1y va tién do
du an so v&i muc tiéu kinh doanh

1.5 The Psychology of Testing

1.5.1 Human Psychology and Testing
Identifying defects may be perceived as criticism of the product and of its author. An element of human

psychology called confirmation bias can make it difficult to accept information that disagrees with
currently held beliefs - Xé4c dinh cac defect c6 thé duoc coi 1a su chi trich v& san pham va tac gia cta no.
Mot yéu td ctia tim 1y con ngudi duge goi 1a thién vi c6 thé gay kho khin cho viée chap nhan thong tin

khong dong y voi ni€ém tin dang co

Some people may perceive testing as a destructive activity, even though it contributes greatly to project
progress and product quality - Mot s ngudi ¢ thé coi test 1a mot hoat dong pha hoai, mic du né dong

gop rat 1on vao tien do du an va chat lugng san pham

To reduce these perceptions - Bé giam nhitng nhan thirc nay:

- Information about defects and failures should be communicated in a constructive way - Thong
tin vé defect va failure nén duoc truyén dat theo cach xay dung

- Good interpersonal skills to be able to communicate effectively about defects, failures, test
results, test progress, and risks, and to build positive relationships with colleagues - Ky nang
giao tiép tot dé co thé giao tiép hiéu qua vé khuyét diém, failure, két qua test, tién do test va rui
ro va xay dung mdi quan hé tich cuc véi dong nghiép

- Good communicate:

o Start with collaboration rather than battles. Remind everyone of the common goal of
better quality systems - Bit ddu voi su hop tac chtr khong phai tran chién. Nhic nhé moi
ngudi vé muc tiéu chung cua cac hé théng chit luong tot hon.

o Emphasize the benefits of testing - Nhin manh loi ich cia test

o Communicate test results and other findings in a neutral, fact-focused way without
criticizing the person who created the defective item - Truyén dat két qua test va cac
phat hién khac theo cach trung 1ap, tap trung vao thuc té ma khong chi trich nguoi tao ra
san pham bj 15i.

o Try to understand how the other person feels and the reasons they may react negatively
to the information - C6 ging hiéu cam giac cua ngudi khac va Iy do ho ¢6 thé phan tng
tiéu cuc voi thong tin.
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o Confirm that the other person has understood what has been said and vice versa - Xac

nhan rang nguoi kia da hiéu nhitng gi da néi va nguoc lai.

- Clearly defining the right set of test objectives has important psychological implications - Xac
dinh 10 rang ding muc ti€u test c6 y nghia tam ly quan trong

1.5.2 Tester’s and Developer’s Mindsets
Developers and testers often think differently

Developer Tester
Obijective design and build a product verifying and validating the product,
finding defects prior to release
Mindset more interested in designing and building curiosity, professional pessimism, a

solutions than in contemplating what might
be wrong with those solutions

difficult to find mistakes in their own work

developers should be able to test their own
code

quan tim nhiéu hon dén viéc thiét ké va xay
dung cac giai phap hon 1a suy ngdm nhiing
gi c6 thé sai v6i nhiing giai phap d6

kho tim thiy sai lam trong cong viéc cta ho

developer cé thé test code cua riéng ho

critical eye, attention to detail, and a
motivation for good and positive
communications and relationships

to mo, bi quan chuyén nghiép, mot
con mat quan trong, chti y dén chi tiét
va mot dong luc cho cac mdi quan hé
va giao tiép t6t va tich cuc

Some of the test activities done by independent testers- Mot s6 hoat dong test duoc thuc hién boi tester

doc lap:

- toincreases defect detection effectiveness, which is particularly important for large, complex, or

safety-critical systems - dé ting hiéu qua phat hién defect, diéu dic biét quan trong dbi véi cac hé

thdng 16n, phirc tap hodc yéu cau do an toan cao.
- they have different cognitive biases from the authors - ho c6 nhiing thanh kién nhan thirc khac
nhau tir céc tac gia
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Chapter 2: Testing Throughout The Software Development Lifecycle

2.1 Software Development Lifecycle Models
In any software development lifecycle model, there are several characteristics of good testing - Trong bt
ky m6 hinh vong doi phat trién phin mém nao, c6 mot sb dic diém cua test tot:

- For every development activity, there is a corresponding test activity - Déi voi moi hoat dong phat
trién, c6 mot hoat dong test tuong trng

- Each test level has test objectives specific to that level - Mdi test level c6 muc tiéu test cu thé cho
cap do do

- Test analysis and design for a given test level begin during the corresponding development
activity - Phan tich va thiét ké test cho mot murc test nhat dinh bat dau trong hoat dong phat trién
tuong Gng

- Testers participate in discussions to define and refine requirements and design, and are involved in
reviewing work products (e.g., requirements, design, user stories, etc.) as soon as drafts are
available - Nguoi test tham gia thao ludn dé xac dinh va tinh chinh cac yéu cau va thiét ké, va
tham gia vao viéc xem xét cac san pham cong viéc (vi du: yéu cau, thiét ké, yéu cau cia ngudi
dung, v.v.) ngay khi c6 ban nhap

In any model, test activities should start in the early stages of the lifecycle, adhering to the testing
principle of early testing. There are two common models - Trong bat ky mé hinh nao, cac hoat dong test
nén bat dau trong giai doan dau ctia vong doi, tuan tha nguyén tic cia test sém. C6 hai mo hinh pho bién:

- Sequential development models
- Iterative and incremental development models
1. Sequential development models

Requirements y
Design ?
Implementation?

Verification ?

Maintenance

In the Waterfall model, the development activities (e.g., requirements analysis, design, coding, testing)
are completed one after another. In this model, test activities only occur after all other development
activities have been completed - Trong mé hinh Waterfall, cac hoat ddng phat trién (vi du: phan tich yéu
cau, thiét ké, code, test) dugc hoan thanh lan luot. Trong md hinh nay, cac hoat dong test chi xdy ra sau

khi tat ca cc hoat dong phat trién khac di duoc hoan thanh.
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Requirements

System Requirements

\

Global Design

\

Preparation of Acceptance

Test Cases

Integration
Test Cases

System Test Cases ——3  System Test Execution

e

—3Acceptance Test Execution

/

Integration Test Cases

Execution

Detialed Design

Unit
Test Cases ]

Unit Test Cases Execution

Implementation

The V-model:

V Model

- integrates the test process throughout the development process - tich hop quy trinh test trong sut

qua trinh phat trién

- early testing.

- includes test levels associated with each corresponding development phase - bao gdm céc test
level lién quan dén timg giai doan phat trién twong tng

some cases, test levels overlapping occurs - mot sd truong hop, mirc do test chdng chéo xay ra

Sequential development models deliver software that contains the complete set of features, but typically
require months or years for delivery to stakeholders and users - Cac mé hinh phat trién tudn tu cung cap
phan mém chira todn b tinh ning hoan chinh, nhung thuong yéu cau nhiéu thang hodc nhidu nim dé

ban giao cho cac bén lién quan va nguoi dung.

2. lterative and incremental development models
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Requirements Analysis & Design

Planning
2 . Implimentation

Initial Deployment

Planning

Evaluation Testing

Examples of Incremental development - Vi du:

- Rational Unified Process: long iterations (e.g., two to three months), and the feature increments
are correspondingly large, such as two or three groups of related features - cac lan lap dai (vi du:
hai dén ba thang) va cac muc ting tinh ning tuong tng 16n, chiang han nhu hai hoidc ba nhém tinh
nang lién quan

- Scrum: short iterations (e.g., hours, days, or a few weeks), and the feature increments are
correspondingly small, such as a few enhancements and/or two or three new features - cac lan lap
ngan (vi du: gio, ngay hodc vai tudn) va cac muc ting tinh nang twong Gmg nho, chang han nhu
mot vai cai tién va / hodc hai hodc ba tinh ning mai

- Kanban: Implemented with or without fixed-length iterations, which can deliver either a single
enhancement or feature upon completion, or can group features together to release at once - Puoc
trién khai c6 hodc khong c6 cac lan lap co6 do dai ¢d dinh, c6 thé cung cép mét cai tién hodc tinh
ning duy nhat khi hoan thanh hodc c6 thé nhom cac tinh nang lai véi nhau dé phat hanh cing mot
luc

- Spiral (or prototyping): Involves creating experimental increments, some of which may be heavily
re-worked or even abandoned in subsequent development work - Lién quan dén viéc tao ra cac gia
s6 test, mot sd trong d6 co thé duoc 1am lai rat nhiéu hodc tham chi bi bo roi trong cong viéc phat
trién tiép theo

Incremental development has some characteristics - c6 mot sb dic diém:

- Establishing requirements, designing, building, and testing a system in pieces, which means that
the software’s features grow 1ncrementally Thiét 1ap cac yéu cau, thiét ke xay du’ng va test mot
hé thong thanh ting phan, didu d6 c6 nghia 1a cac tinh ning ctia phdn mém tang dan.

- Groups of features are specified, designed, built, and tested together in a series of cycles, often of
a fixed duration - Cac nhom tinh ning dugc chi dinh, thiét k&, xay dung va test cling nhau trong
mot chudi cac chu ky, thuong cé thoi lugng ¢ dinh

- Involve changes to features developed in earlier iterations, along with changes in project scope -
Lién quan dén céc thay doi d6i véi cac tinh nang dugc phat trién trong cac lan lap trudc do, cing
v6i cac thay d6i trong pham vi dy an
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- Each feature is tested at several test levels as it moves towards delivery - Mdi tinh niang dugc test
& mot s6 test level khi nd chuyén sang ban giao.

- In some cases, teams use continuous delivery or continuous deployment, both of which involve
significant automation of multiple test levels as part of their delivery pipelines - Trong mét s6
truong hop, cac nhom st dung ban giao lién tuc hoic trién khai lién tuc, ca hai déu lién quan dén
tu dong hoa dang ké cuia nhiéu test level nhu mot phan cta chudi ban giao cua ho

- Release to end-users on a feature-by-feature basis, on an iteration- by-iteration basis, or in a more
traditional major-release fashion - Phat hanh cho ngudi dung cudi trén co s6 timg tinh nang lap di
13p lai hodc theo cach phat hanh chinh truyén théng hon.

- Regression testing is increasingly important as the system grows - Test hoi quy ngay cang quan
trong khi hé thong phat trién.

Iterative and incremental models may deliver usable software in weeks or even days, but may only
deliver the complete set of requirements product over a period of months or even years - Cac mé hinh
lap va gia tang c6 thé cung cip phan mém c6 thé sir dung duogc trong vai tudn hodc tham chi vai ngay,
nhung chi ¢ thé cung cip bd san pham yéu cau hoan chinh trong khoang thoi gian vai thang hodc tham
chi nhiéu nam.

2.1.2 Software Development Lifecycle Models in Context

Software development lifecycle models must be selected and adapted to the context of project and
product characteristics - Cac mé hinh vong doi phat trién phadn mém phai dugc chon va diéu chinh phu
hop vé6i bdi canh cta ctia du 4n va san pham:

the project goal - muc tiéu du an

the type of product being developed - loai san pham dang dugc phat trién

business priorities (e.g., time-to-market) - cac vu tién kinh doanh (vi du: thoi gian tiép thi)
identified product and project risks - cAc riii ro vé dy an hodc san pham

Depending on the context of the project, it may be necessary to combine or reorganize test levels and/or
test activities - Tty thudc vao bdi canh cuia du an, c6 thé can phai két hop hodc sip xép lai cac test level
va / hodc cac hoat dong test

2.2 Test Levels (K2)
The test levels:

- Component testing
- Integration testing
- System testing

- Acceptance testing

Test levels are characterized by the following attributes:

- Specific objectives

- Test basis, referenced to derive test cases Test object (i.e., what is being tested)
- Typical defects and failures

- Specific approaches and responsibilities

- Asuitable test environment is required

Common objectives of test levels:
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- Reducing risk

- Verifying whether the functional and non-functional behaviors

- Building confidence that changes have not broken existing components, systems
- Finding defects

- Preventing defects from escaping to higher test levels

Item Component testing Integration Testing System Testing
Objective | focuses on components that | focuses on interactions focuses on the behavior
are separately testable and interfaces between and capabilities of a whole
components or systems system or product
Special Done in isolation from the | two different levels of Incompleted or undocumented
rest of the system, require integration testing: specification

mock objects, service
virtualization, harnesses,
stubs, and drivers.

Component integration testing
System integration testing

Test types | Functionality (e.g., Functional and non- Functional and non-
correctness of calculations) | functional functional and data quality
Non-functional characteristic

characteristics (e.g.,
searching for memory
leaks)

Structural properties (e.g.,
decision testing).

Test basis | Detailed design Software and system design System and software requirement
Code ] specifications (functional and
Data model Sequence diagrams non-functional)
Component specifications o
Test objects Interface and communication Risk analysis reports
protocol specifications
Use cases
Use cases
_ Epics and user stories
Architecture at component or
system level Models of system behavior
Workflows State diagrams
External interface definitions | System and user manuals
Typical Components, units or Subsystems Databases Applications
test modules Infrastructure Interfaces
objects Code and data structures APls Hardware/software systems
Classes
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Environm
ent

Typical
defects
and
failures

Responsib
ilities

Approach

Database modules

Development environment
with framework, debug
tool,...

Incorrect functionality (e.g.,
not as described in design
specifications) Data flow
problems

Incorrect code and logic
Defects are typically fixed

as soon as they are found

Developer

Test-first approach

Test driven development
(TDD)

Microservices

Specific environment

Inconsistent message
structures between systems

Incorrect data, missing data, or
incorrect data encoding

Incorrect sequencing or timing
of interface calls

Interface mismatch

Failures in communication
between components

Unhandled or improperly
handled communication
failures between components

Incorrect assumptions about
the meaning, units, or

boundaries of the data being
passed between component

Failure to comply with
mandatory security regulations

Developer and tester

The greater the scope of
integration, the more difficult it
becomes to isolate defects to a
specific component or system

Big-bang integration

Incremental integration
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Operating systems
System under test (SUT)

System configuration and
configuration data

correspond to the production
environment

Incorrect calculations

Incorrect or unexpected system
functional or non-functional
behavior

Incorrect control and/or data
flows within the system

Failure to properly and
completely carry out end-to-end
functional tasks

Failure of the system to work
properly in the production
environment(s)

Failure of the system to work as
described in system and user
manuals

Independent testers

the most appropriate techniques
for the aspect(s) of the system to
be tested
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2.2.4 Acceptance Testing
Objectives:

- Establishing confidence in the quality of the system as a whole - Thiét 1ap niém tin vao chit luong
cua toan bo hé théng

- Validating that the system is complete and will work as expected - Xéac nhén rang hé théng da
hoan tt va s& hoat dong nhu mong doi

- Verifying that functional and non-functional behaviors of the system are as specified - X&c minh
rang cac hanh vi chtrc ning va phi chirc ning cua hé thong dugc quy dinh

Common forms of acceptance testing:
1. User acceptance testing (UAT)

The acceptance testing of the system by users is typically focused on validating the fitness for use of the
system by intended users in a real or simulated operational environment. The main objective is building
confidence that the users can use the system to meet their needs, fulfill requirements, and perform
business processes with minimum difficulty, cost, and risk - Viéc test chap nhan hé thong cta ngudi
dung thuong tap trung vao viée xac thuc tinh phit hop dé sir dung hé thong, béi nguoi dung test trong
moi trudng hoat dong thuc té hodc mé phong. Muc tiéu chinh 1a xdy dung niém tin rang ngudi dung cd
thé str dung hé thdng dé dap umg nhu cau cia ho, dap ting cic yéu cau va thuc hién cac quy trinh kinh
doanh v&i do kho, chi phi va rui ro tdi thiéu.

2. Operational acceptance testing (OAT)

The acceptance testing of the system by operations or systems administration staff is usually performed
in a (simulated) production environment. The tests focus on operational aspects, and may include - Viéc
test chip nhan hé thong boi cac nhan vién quan tri hé thong hodc van hanh thuong duge thuc hién trong
mai trudng san xuat (md phong). Cac test tap trung vao cac khia canh hoat dong va c6 thé bao gom:

- Testing of backup and restore

- Installing, uninstalling and upgrading
- Disaster recovery

- User management

- Maintenance tasks

- Data load and migration tasks

- Checks for security vulnerabilities

- Performance testing

The main objective of operational acceptance testing is building confidence that the operators or system
administrators can keep the system working properly for the users in the operational environment, even
under exceptional or difficult conditions - Myc tiéu chinh cua test chip nhan véan hanh 13 xay dyng niém
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tin rang cac nha khai thac hodc quan tri vién hé théng co thé giit cho hé théng hoat dong tot cho ngudi
dung trong moi truong hoat dong, ngay ca trong cac diéu kién dic biét hodc kho khin

3. Contractual and regulatory acceptance testing

Contractual acceptance testing is performed against a contract’s acceptance criteria for producing custom-
developed software. Acceptance criteria should be defined when the parties agree to the contract - Test
chép nhan theo hop ddng duoc thyc hién theo tiéu chi chdp nhin cua hop déng dé san xuit phan mém
dugc phat trién tiy chinh. Tiéu chi chip nhan nén duogc xac dinh khi cac bén doéng ¥ voi hop dong.

Regulatory acceptance testing is performed against any regulations that must be adhered to, such as
government, legal, or safety regulations - Test chap nhan theo quy dinh duoc thuc hién ddi v6i bt ky quy
dinh nao phai tuan thu, ching han nhu cac quy dinh cta chinh phu, phap 1y hodc an toan

Contractual acceptance testing and regulatory acceptance testing are often performed by users or by
independent testers - Test chap nhan hop dong va test chip nhan theo quy dinh thudng duoc thuc hién boi
nguoi dung hodc boi nguoi test doc 1ap

4. Alpha and beta testing

Alpha and beta testing are typically used by developers of commercial off-the-shelf (COTS) software
who want to get feedback from potential or existing users, customers, and/or operators before the
software product is put on the market - Test alpha va beta thuong dugc sir dung boi cac nha phat trién
phan mém thuwong mai (COTS), nhiing ngudi mudn nhan phan hdi tir nguoi ding tiém ning hodc khach
hang hién tai, khach hang va / hoac nha khai thac trude khi san phém phén mém duge dua ra thi truong.

Alpha testing is performed at the developing organization’s site, not by the development team, but by
potential or existing customers, and/or operators or an independent test team - Test Alpha dugc thuc hién
tai moi trudng ctia to chirc phat trién, khong phai boi nhom phat trién, ma bai cac khach hang tiém ning
hodc khach hang hién tai.

Beta testing is performed by potential or existing customers, and/or operators at their own locations. Beta
testing may come after alpha testing, or may occur without any preceding alpha testing having occurred -
Test Beta dugc thyuc hién boi cac khach hang tiém nang hodc hién co tai cac dia diém cua ho. Test beta
6 thé dén sau khi test alpha, hodc c6 thé xay ra ma khong c6 bat ky test alpha nao trudc d6 di xay ra

Test basis

- Business processes

- User or business requirements

- Regulations, legal contracts and standards
- Use cases

- System requirements

- System or user documentation

- Installation procedures

- Risk analysis reports
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In addition, as a test basis for deriving test cases for operational acceptance testing, one or more of the
following work products can be used:

- Backup and restore procedures

- Disaster recovery procedures

- Non-functional requirements

- Operations documentation

- Deployment and installation instructions
- Performance targets

- Database packages

- Security standards or regulations

Typical test objects

- System under test

- System configuration and configuration data

- Business processes for a fully integrated system

- Recovery systems and hot sites (for business continuity and disaster recovery testing)
- Operational and maintenance processes

- Forms Reports

- Existing and converted production data

Typical defects and failures

- System workflows do not meet business or user requirements

- Business rules are not implemented correctly

- System does not satisfy contractual or regulatory requirements

- Non-functional failures such as security vulnerabilities, inadequate performance efficiency under
high loads, or improper operation on a supported platform

Specific approaches and responsibilities
Acceptance testing may also occur at other times, for example:
In a sequential development lifecycle

- Acceptance testing of a COTS software product may occur when it is installed or integrated -
Test chap nhan san pham phan mém COTS c6 thé xay ra khi dugc cai dat hodc tich hop

- Acceptance testing of a new functional enhancement may occur before system testing - Test
chap nhan ting cudng chirc ning méi co thé xay ra trude khi test hé thong

In iterative development

- Acceptance testing during and at the end of each iteration, it focused on verifying a new feature
against its acceptance criteria and those focused on validating that a new feature satisfies the
users’ needs - Kiém tra chap nhén trong va cudi mdi 1an lip, né tap trung vao xac minh mot tinh
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ning mai theo cac tiéu chi chp nhan ctia n6 va nhimg ngudi tip trung vao xac thuc rang mot
tinh ning méi dap tng nhu cau cia ngudi dung.

- Alpha tests and beta tests may occur, either at the end of each iteration, after the completion of
each iteration, or after a series of iterations - C4c test Alpha va test beta c6 thé xay ra, vao cudi
mdi lan l3p, sau khi hoan thanh mdi lan 13p hoac sau mdt loat cac lan lap

- User acceptance tests, operational acceptance tests, regulatory acceptance tests, and contractual
acceptance tests also may occur, either at the close of each iteration, after the completion of each
iteration, or after a series of iterations - Céc test chip nhan cua ngudi ding, test chip nhan van
hanh, test chip nhan theo quy dinh va test chip nhan hop dong ciing c6 thé xay ra, vao cubi mdi
lan 13p, sau khi hoan thanh mdi lan 1ap hoac sau mdt loat cac lan lap

2.3 Test Types

- Evaluating functional quality characteristics, such as completeness, correctness, and
appropriateness - Panh gia cac dic tinh chét lugng chirc nang, chang han nhu tinh day
du, tinh chinh xac va tinh phu hgp

- Evaluating non-functional quality characteristics, such as reliability, performance
efficiency, security, compatibility, and usability - Panh gi4 cac didc tinh chat lwong phi
chure nang, chéng han nhu d¢ tin cdy, hi€u qua hoat dong, bao mat, kha nang tuong
thich va kha nang sir dung

- Evaluating whether the structure or architecture of the component or system is correct,
complete, and as specified - Panh gia xem cau trac hoic kién trac ctia thanh phan
hodc hé théng la chinh x4ac, déy da va theo quy dinh

- Evaluating the effects of changes, such as confirming that defects have been fixed
(confirmation testing) and looking for unintended changes in behavior resulting from
software or environment changes (regression testing) - Panh gia tac dong cta cac thay
d6i, chang han nhu x4c nhéan rang cac 16i da duoc sira (kiém tra xac nhan) va tim kiém
cac thay doi ngoai y mudn trong hanh vi do thay d6i phan mém hoic mai trudng
(kiém tra hoi quy)

2.3.1 Functional Testing

Functional testing of a system involves tests that evaluate functions that the system should perform.
Functional requirements may be described in work products such as business requirements specifications,
epics, user stories, use cases, or functional specifications, or they may be undocumented. The functions
are “what” the system should do - Kiém tra chtic nang ctia mot hé thong bao gdm céc kiém tra dénh gia
cac chirc nang ma hé thong nén thyc hién. Cac yéu cau chirc ning ¢ thé dugc mo ta trong cac san pham
cong viéc nhu thong s k§ thuat yéu cau kinh doanh, sir thi, cu chuyén ciia nguoi ding, trudng hop sir
dung hoic thong sé chirc nang hodc chung ¢ thé khong cé gidy to. Cac chic ning 1a nhitng gi ma hé
théng nén lam

2.3.2 Non-functional Testing

Non-functional testing of a system evaluates characteristics of systems and software such as

usability, performance efficiency or security - Kiém tra phi chirc ning ctia mot hé théng danh gia
cac dac diém cua hé thong va phan mém nhu kha nang sur dung, hiéu qua hoat dong hoac bao mat

ISO standard (1SO/IEC 25010)
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2.3.3 White-box Testing
White-box testing derives tests based on the system’s internal structure or implementation - Test hop
trang xuat phat cac test dya trén ciu trac hodc trién khai bén trong cua hé thong

Structural coverage is the extent to which some type of structural element has been exercised by tests,
and is expressed as a percentage of the type of element being covered - o bao phu cu tric 1a mirc do
ma mot sb loai yéu td ciu tric da duoc thuc hién béng cac test va duge biéu thi b?lng phén tram cua loai
yéu t6 duoc bao hiém

2.3.4 Change-related Testing

- Confirmation testing: confirm whether the original defect has been successfully fixed - Kiém tra xac
nhan: xac nhan xem 16i ban dau di duogc stra thanh cong chua.

- Regression testing: a change made in one part of the code, may accidentally affect the behavior of
other parts of the code. Such unintended side-effects are called regressions. Regression testing
involves running tests to detect such unintended side-effects. Changes may include changes to the
environment, such as a new version of an operating system or database management system - Kiém
tra hdi quy: mot thay doi dugc thyc hién trong mot phan clia ma, c6 thé vo tinh anh huong dén hanh
vi ctia cac phan khac ciia ma. Tac dung phu ngoai ¥ mudn nhu vy duoc goi 1a hodi quy. Kiém tra hoi
quy bao gom chay test dé phat hién cac tac dung phu ngoai ¥ mudn. Céc thay ddi ¢ thé bao gdm cac
thay d6i ddi véi méi truong, chang han nhu phién ban méi ctia hé didu hanh hoac hé thong quan Iy
co so dir liéu.

2.4 Maintenance Testing

Maintenance testing focuses on testing the changes to the system, as well as testing unchanged parts that
might have been affected by the changes. Maintenance can involve planned releases and unplanned
releases (hot fixes) -Kiém tra bao tri tap trung vao kiém tra cac thay doi d6i voi hé thong, ciing nhu kiém
tra cac bo phan khong thay d6i c6 thé bi anh huong bai cac thay doi. Bao tri ¢o thé lién quan dén cac ban
phat hanh theo ké hoach va ban phat hanh khong c6 ké hoach (ban stra 161 néng).
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A maintenance release may require maintenance testing at multiple test levels, using various test types,
based on its scope. The scope of maintenance testing depends on - Mot ban phat hanh béo tri c6 thé yéu
cAu test bao tri & nhiéu test level, st dung cac loai test khac nhau, dya trén pham vi cia n6. Pham vi
kiém tra bao tri phu thudc vao:

- The degree of risk of the change, for example, the degree to which the changed area of software
communicates with other components or systems

- The size of the existing system

- The size of the change

2.4.1 Triggers for Maintenance
We can classify the triggers for maintenance as follows - Chiing t6i c6 thé phan loai cac kich hoat dé bao
tri nhu sau:

- Modification, such as planned enhancements (e.g., release-based), corrective and emergency
changes, changes of the operational environment (such as planned operating system or database
upgrades), upgrades of COTS software, and patches for defects and vulnerabilities - Stra ddi, ching
han nhu cai tién theo ké hoach (vi du: dya trén ban phat hanh), thay ddi khic phuc va khén cép, thay
d6i méi truong van hanh (nhu nang cap hé diéu hanh hodc ning cip co s dit lidu), nang cip phan
mém COTS va ban vé 18i va 16 hong

- Migration, such as from one platform to another, which can require operational tests of the new
environment as well as of the changed software, or tests of data conversion when data from another
application will be migrated into the system being maintained - Di chuyén, chang han nhu tir nén
tang ndy sang nén tang khac, c6 thé yéu cau kiém tra hoat dong ctia méi truong méi ciing nhu phan
mém da thay d6i hoic test chuyén doi dir liéu khi dit liéu tir ing dung khéc s& dugc di chuyén vao hé
thong duoc duy tri

- Retirement, such as when an application reaches the end of its life - Nghi huu, chang han nhu khi
mot ing dung dén hét tudi tho clia no

2.4.2 Impact Analysis for Maintenance

Impact analysis evaluates the changes that were made for a maintenance release to identify the intended
consequences as well as expected and possible side effects of a change, and to identify the areas in the
system that will be affected by the change - Phan tich tac dong danh gia cac thay doi duoc thuc hién cho
mot ban phét hanh bao tri dé xac dinh cac hau qua du kién cling nhu céc tac dung phu ¢ thé xay ra va co
thé xay ra ctia mot thay doi va dé xac dinh céc khu vuc trong hé thdng sé& bi anh huéng boi thay doi.

Impact analysis can also help to identify the impact of a change on existing tests. The side effects and
affected areas in the system need to be tested for regressions, possibly after updating any existing tests
affected by the change - Phan tich tac dong ciing c6 thé gitp xac dinh tac dong ctia mot thay d6i ddi véi
cac test hién tai. Cac tac dung phu va cac khu vuc bi anh huong trong hé théng can phai duoc kiém tra
hoi quy, c6 thé sau khi cap nhat bat ky test hién c¢6 nao bi anh huong boi thay doi.

Impact analysis may be done before a change is made, to help decide if the change should be made,
based on the potential consequences in other areas of the system - Phan tich tac dong co6 thé dugc
thue hién trude khi thay doi dugc thuc hién, dé gitp quyét dinh xem c6 nén thuc hién thay doi hay
khong, dua trén cac hau qua tiém 4n trong cac linh vyc khac ctia hé thong.
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Impact analysis can be difficult if - Phén tich tac dong c6 thé kho khan néu:

- Specifications (e.g., business requirements, user stories, architecture) are out of date or missing
Test cases are not documented or are out of date - Thong $6 ky thuat (vi du: yéu cAu nghiép vu, cau
chuyén ctia nguoi dung, kién trac) da hét han hodc thiéu Céc truong hop kiém tra khéng dugc ghi
lai hodc da hét han

- Bi-directional traceability between tests and the test basis has not been maintained - Truy nguyén
ngudn gbc hai chibu giita cic xét nghiém va co s test chua duoc duy tri

- Tool support is weak or non-existent - Céng cu hd trg yéu hoic khong ton tai

- The people involved do not have domain and/or system knowledge - Nhitng nguoi lién quan khong
c6 kién thic vé mién va / hodc hé théng

- Insufficient attention has been paid to the software's maintainability during development - Sy quan

tam khong day du da duoc tra cho kha ning béo tri ctia phadn mém trong qua trinh phat trién
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Chapter 3 Static Testing

3.1 Static Testing Basics

Static testing relies on the manual examination of work products (i.e., reviews) or tool-driven evaluation
of the code or other work products (i.e., static analysis). Both types of static testing assess the code or
other work product being tested without actually executing the code or work product being tested - Test
tinh dya trén viéc kiém tra thu cong cac san phém cong viéc (tuc 1a, danh gia) hodc danh gia dya trén
cong cu cia ma hodc cac san pham cong viée khac (ttrc 14, phan tich tinh). Ca hai loai test tinh déu danh
gi4 ma hodc san pham cong viéc khac dang duoc test ma khong thyuc su thue thi ma hodc san pham cong
viéc dang dugc test

3.1.1 Work Products that Can Be Examined by Static Testing
Almost any work product can be examined using static testing (reviews and/or static analysis) - Hau hét
moi san pham cong viéc déu co thé duoc kiém tra bang test tinh (danh gia va / hodc phan tich tinh)

Reviews can be applied to any work product that the participants know how to read and understand -
Péanh gia co6 thé dugc ap dung cho bat ky san pham cong vi¢c nao ma nguoi tham gia biét cach doc va
hiéu.

Static analysis can be applied efficiently to any work product with a formal structure (typically code or
models) for which an appropriate static analysis tool exists - Phan tich tinh c¢6 thé dugc ap dung hiéu qua
cho bt ky san pham cong viéc ndo c6 cdu trac chinh thie (thudng 1a ma hodc mé hinh) ¢ cong cu phan
tich tinh thich hop.

Static analysis can even be applied with tools that evaluate work products written in natural language
such as requirements (e.g., checking for spelling, grammar, and readability) - Phan tich tinh tham chi c6
thé duoc ap dung véi cac cong cu danh gia cac san pham cong viée duoc viét bang ngdn ngit ty nhién,
chang han nhu cac yéu cau (vi du: kiém tra chinh ta, ngit phap va kha nang doc).

3.1.2 Benefits of Static Testing
- Detecting and correcting defects more efficiently, and prior to dynamic test execution

- Phat hién va sira 16i hiéu qua hon va trudc khi thuc hién kiém tra dong

- Identifying defects which are not easily found by dynamic testing - Xac dinh cac 16i
khong dé dang tim thiy bang test dong

- Preventing defects in design or coding by uncovering inconsistencies, ambiguities,
contradictions, omissions, inaccuracies, and redundancies in requirements - Ngan
ngtra cac khiém khuyét trong thiét ké hoic code bang cach phat hién ra su khong nhat
quan, mo hd, mau thuén, thiéu sét, khong chinh xac va du phong trong cac yéu cau

- Increasing development productivity (e.g., due to improved design, more maintainable
code) - Tang nang suat phat trién (vi du: do thiét ké dugc cai tién, ma dé bao tri hon)

- Reducing development cost and time - Giam chi phi va thoi gian phat trién

Bén quyén thudc vé QRS-website: gr-solutions.com.vn
DC: tang 3, s0 1, ngd 36/7 Duy Téan Trang 34



Reducing testing cost and time - Giam chi phi va thoi gian test

Reducing total cost of quality over the software’s lifetime, due to fewer failures later
in the lifecycle or after delivery into operation - Giam tong chi phi chat lugng trong
sudt vong doi phan mém, do it 18i hon trong vong doi hodc sau khi van hanh vao hoat
dong

Improving communication between team members in the course of participating in
reviews - Cai thién giao tiép giita cac thanh vién trong nhom trong qua trinh tham gia

danh gia

3.1.3 Differences between Static and Dynamic Testing
Compare with dynamic testing, static testing can - So sanh véi test dong, test tinh c6 thé:

provide an assessment of the quality of the work products - cung cip mot danh gia vé chét lugng
clia cac san pham lam viéc

identify defects as early as possible - xac dinh khuyét diém cang sém cang tot

finds defects in work products directly rather than identifying failures caused by defects when the
software is run - tim thay cac 13i trong cac san pham cong viée tryc tiép thay vi xac dinh céc 16i
gdy ra boi cac 18i khi phan mém dugc chay.

find the defect with much less effort - tim ra khuyét diém voi nd luc it hon nhiéu

used to improve the consistency and internal quality of work products - duoc sir dung dé cai thién
tinh nhét quan va chét lugng ndi bd cla san phém lam viéc

Typical defects that are easier and cheaper to find and fix through static testing include - Cac 15i dién
hinh d& tim va ré hon dé tim va stra chita thong qua kiém tra tinh bao gom:

Requirement defects (e.g., inconsistencies, ambiguities, contradictions, omissions, inaccuracies,
and redundancies) - L3i yéu cau (vi du: su khong nhét quan, su mo hd, mau thuin, thiéu sot,
khong chinh xac va du thura)

Design defects (e.g., inefficient algorithms or database structures, high coupling, low cohesion) -
Ldi thiét ké (vi du: thuét toan khong hi¢u qua hoac cAu trac co s6 dit lidu, khép ndi cao, dd gén
két thap)

Coding defects (e.g., variables with undefined values, variables that are declared but never used,
unreachable code, duplicate code) - Lai code (vi du: cac bién c6 gia tri khong xac dinh, cac bién
dugc khai bao nhung khong bao gid duge str dung, ma khong thé truy cap, ma trung lap)
Deviations from standards (e.g., lack of adherence to coding standards) - B¢ Iéch so voi tiéu
chuan (vi dy: thiéu tudn tha cac tiéu chuin code)

Incorrect interface specifications (e.g., different units of measurement used by the calling system
than by the called system) - Thong s k§ thuét giao dién khong chinh xéac (vi du: cac don vi do
ludng khac nhau duoge sir dung boi hé théng goi so v6i hé théng duoc goi)

Security vulnerabilities (e.g., susceptibility to buffer overflows) - Cac 15 hong bao mat (vi du: dé
bi tran by dém)

Bén quyén thudc vé QRS-website: gr-solutions.com.vn
DC: tang 3, s0 1, ngd 36/7 Duy Téan Trang 35



Gaps or inaccuracies in test basis traceability or coverage (e.g., missing tests for an acceptance
criterion) - Cac 15 hong hodc khong chinh xac trong truy xuat ngudn gdc hodc pham vi bao hiém
(vi du: cac test con thiéu cho mot tiéu chi chdp nhan)

Maintainability defects (e.g., improper modularization, poor reusability of components, code that
is difficult to analyze and modify without introducing new defects) - Ldi bao tri (vi du: mé dun
hoa khong phu hop, kha ning tai str dung kém ctia cac thanh phan, ma kho phan tich va sira ddi
ma khong dua ra 16i méi)

3.2 Review Process

3.2.1 Work Product Review Process
Planning

Defining the scope, which includes the purpose of the review, what documents or parts of
documents to review, and the quality characteristics to be evaluated - Xé4c dinh pham vi, bao gdbm
muc dich ctuia danh gid, tai liéu hodc bg phan nao cua tai li¢u can xem xét va cac dic diém chét
luong can danh gia

Estimating effort and timeframe - U'éc tinh nd lyc va khung thoi gian

Identifying review characteristics such as the review type with roles, activities, and checklists -
Xéc dinh cc dic diém danh gia, chang han nhu loai danh gia véi vai tro, hoat dong va danh sach
kiém tra

Selecting the people to participate in the review and allocating roles - Chon nguoi tham gia danh
gi4 va phan bo vai tro

Defining the entry and exit criteria for more formal review types (e.g., inspections) - Xac dinh tiéu
chi vao va ra cho cac loai danh gia chinh thirc hon (vi dy: kiém tra)

Checking that entry criteria are met (for more formal review types) - Kiém tra cac tiéu chi dau vao
duoc dap ung (d6i voi cac loai danh gia chinh thirc hon)

Initiate review

Distributing the work product (physically or by electronic means) and other material, such as issue
log forms, checklists, and related work products - Ban giao san pham cong viéc (vét Iy hoic bang
phuong tién dién tir) va cac tai liéu khac, chang han nhu biéu mau nhat ky, danh sach kiém tra va
cac san pham cong viéc lién quan

Explaining the scope, objectives, process, roles, and work products to the participants - Giai thich
pham vi, muc tiéu, quy trinh, vai tro va san phdm cong viéc cho nguoi tham gia

Answering any questions that participants may have about the review - Tra 10i bat ky cau hoi ma
ngudi tham gia co thé co vé danh gia

Panh gia ca nhan (tic 13, chudn bi c4 nhéan)

Individual review (i.e., individual preparation)

Reviewing all or part of the work product - Xem xét tit ca hodc mot phan cia san pham lam viéc
Noting potential defects, recommendations, and questions - Luu y cac khiém khuyét tiém ning,
khuyén nghi va cau hoi

Issue communication and analysis
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- Communicating identified potential defects (e.g., in a review meeting) -
Truyén dat cac khiém khuyét tiém an da duoc xac dinh (vi du: trong
mot cude hop danh gid)
- Analyzing potential defects, assigning ownership and status to them -
Phén tich cac khiém khuyét tiém an, giao quyén s& hitu va trang thai
cho chung
- Evaluating and documenting quality characteristics - Panh gia va ghi
nhén cac dac tinh chét luong
- Evaluating the review findings against the exit criteria to make a review decision (reject; major
changes needed; accept, possibly with minor changes) - Panh gia két qua danh gia theo cac tiéu
chi xuit canh dé dua ra quyét dinh dénh gia (tu chdi; can thay ddi 16m; chép nhén, co thé voi

nhimng thay doi nho)

Fixing and reporting

- Creating defect reports for those findings that require changes - Tao bao c4o 16i cho nhitng phat
hién can thay dbi

- Fixing defects found (typically done by the author) in the work product reviewed - Sira cac 16i
duoc tim thiy (thudng duoc thyc hién boi tac gia) trong san pham cong viéc duoc xem xét

- Communicating defects to the appropriate person or team (when found in a work product related
to the work product reviewed) - Truyén dat cac khiém khuyét cho ngudi hodc nhom thich hop (khi
duoc tim thdy trong mot san pham cong viée lién quan dén san pham cong viéc duoc xem xét)

- Recording updated status of defects (in formal reviews), potentially including the agreement of the
comment originator - Ghi lai trang thai cap nhat cta 13i (trong cac danh gia chinh thirc), co thé bao
gdm cé sy dong ¥ cta ngudi khdi tao binh luan

- Gathering metrics (for more formal review types) - Thu thap s6 liéu (d6i v6i cac loai danh gia
chinh thtrc hon)

- Checking that exit criteria are met (for more formal review types) - Kiém tra cac tiéu chi thoat
duoc dap ung (d6i voi cac loai danh gia chinh thirc hon)

- Accepting the work product when the exit criteria are reached - Chap nhan san pham lam viéc khi
dat tidu chi két thic

3.2.2 Roles and responsibilities in a formal review
Author

- Creates the work product under review
- Fixes defects in the work product under review (if necessary)

Management

- Is responsible for review planning
- Decides on the execution of reviews
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- Assigns staff, budget, and time
- Monitors ongoing cost-effectiveness
- Executes control decisions in the event of inadequate outcomes

Facilitator (often called moderator)

- Ensures effective running of review meetings (when held) Mediates, if necessary, between the
various points of view
- Is often the person upon whom the success of the review depends

Review leader

- Takes overall responsibility for the review
- Decides who will be involved and organizes when and where it will take place

Reviewers

- May be subject matter experts, persons working on the project, stakeholders with an interest in the
work product, and/or individuals with specific technical or business backgrounds

- Identify potential defects in the work product under review

- May represent different perspectives (e.g., tester, programmer, user, operator, business analyst,
usability expert, etc.)

Scribe (or recorder)

- Collates potential defects found during the individual review activity
- Records new potential defects, open points, and decisions from the review meeting (when held)

3.2.3 Review Types
Informal review (e.g., buddy check, pairing, pair review)

- Main purpose: detecting potential defects

- Possible additional purposes: generating new ideas or solutions, quickly solving minor problems
- Not based on a formal (documented) process

- May not involve a review meeting

- May be performed by a colleague of the author (buddy check) or by more people

- Results may be documented

- Varies in usefulness depending on the reviewers

- Use of checklists is optional

- Very commonly used in Agile development

Walkthrough
- Main purposes: find defects, improve the software product, consider alternative implementations,
evaluate conformance to standards and specifications
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Possible additional purposes: exchanging ideas about techniques or style variations, training of
participants, achieving consensus

Individual preparation before the review meeting is optional

Review meeting is typically led by the author of the work product

Scribe is mandatory

Use of checklists is optional

May take the form of scenarios, dry runs, or simulations

Potential defect logs and review reports may be produced

May vary in practice from quite informal to very formal

Technical review

Main purposes: gaining consensus, detecting potential defects

Possible further purposes: evaluating quality and building confidence in the work product,
generating new ideas, motivating and enabling authors to improve future work products,
considering alternative implementations

Reviewers should be technical peers of the author, and technical experts in the same or other
disciplines

Individual preparation before the review meeting is required

Review meeting is optional, ideally led by a trained facilitator (typically not the author)
Scribe is mandatory, ideally not the author

Use of checklists is optional

Potential defect logs and review reports are typically produced

Inspection

Main purposes: detecting potential defects, evaluating quality and building confidence in the work
product, preventing future similar defects through author learning and root cause analysis
Possible further purposes: motivating and enabling authors to improve future work products and
the software development process, achieving consensus

Follows a defined process with formal documented outputs, based on rules and checklists

Uses clearly defined roles

Individual preparation before the review meeting is required

Reviewers are either peers of the author or experts in other disciplines that are relevant to the
work product

Specified entry and exit criteria are used

Scribe is mandatory

Review meeting is led by a trained facilitator (not the
author)

Author cannot act as the review leader, reader, or scribe

Potential defect logs and review report are produced
Metrics are collected and used to improve the entire software development process, including the
inspection process
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3.2.4 Applying Review Techniques
Ad hoc

Reviewers are provided with little or no guidance on how this task should be performed - Ngudi phan
bién dugc cung cép it hodc khong c6 huéng dan vé cach thyuc hién nhiém vu nay

Reviewers often read the work product sequentially, identifying and documenting issues as they
encounter them - Nguoi danh gia thuong doc san phém cong viéc mot cach tuan ty, xac dinh va ghi lai
cac van dé khi ho gip phai chung.

Ad hoc reviewing is a commonly used technique needing little preparation - Xem xét ad hoc 1a mot ky
thuat thuong duogc stir dung can it sy chuén bi.

This technique is highly dependent on reviewer skills and may lead to many duplicate issues being
reported by different reviewers - K§ thuat nay phu thudc nhiéu vao ky ning cua nguoi danh gia va c6 thé
dan dén nhiéu van dé tring lip duoc bao céo boi nhitng ngudi dénh gia khac nhau.

Checklist-based

A checklist-based review is a systematic technique, whereby the reviewers detect issues based on
checklists that are distributed at review initiation (e.g., by the facilitator) - Panh gia dua trén danh sach
kiém tra 12 mot k¥ thuat c6 hé théng, theo d6 ngudi danh gia phat hién cac van dé dya trén danh sach
kiém tra dugc ban giao khi bat dau danh gia (vi du: boi nguoi huéng dan).

A review checklist consists of a set of questions based on potential defects, which may be derived from
experience - Danh sach kiém tra danh gia bao gom mot b cau hoi dua trén cac khiém khuyét tiém an, cé
thé xuat phat tir kinh nghiém.

Checklists should be specific to the type of work product under review and should be maintained
regularly to cover issue types missed in previous reviews - Danh sach kiém tra phai cu thé d6i véi loai
san pham cong viéc dang duoc xem xét va nén duoc duy tri thuong xuyén dé bao gdm cac loai van dé bi
bo 16 trong cac danh gia trude do

The main advantage of the checklist-based technique is a systematic coverage of typical defect types.
Care should be taken not to simply follow the checklist in individual reviewing, but also to look for
defects outside the checklist - Uu diém chinh cta k¥ thuat dia trén danh sach kiém tra 13 pham vi bao
phu c6 hé thdng céc loai khiém khuyét dién hinh. Can than trong khong chi don gian 1a 1am theo danh
sach kiém tra trong danh gia ca nhan, ma con dé tim kiém cac khiém khuyét bén ngoai danh sach kiém
tra.

Scenarios and dry runs

In a scenario-based review, reviewers are provided with structured guidelines on how to read through the
work product - Trong danh gia dua trén kich ban, nguoi danh gia dugc cung cap cac hudng dan co cau
tric vé cach doc qua san pham cong vigc.

A scenario-based approach supports reviewers in performing “dry runs” on the work product based on
expected usage of the work product (if the work product is documented in a suitable format such as use
cases) - Cach ti€p can dya trén kich ban hd tro cac nha danh gia trong viéc thuc hién cac chuong trinh
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chay kho kho trén san pham cong viéc dua trén viée sir dung san pham cong viée du kién (néu san pham
cOng viéc dugc ghi lai theo dinh dang phu hop nhu trudng hop sur dung).

These scenarios provide reviewers with better guidelines on how to identify specific defect types than
simple checklist entries - Cac kich ban nay cung cap cho nguoi danh gia cac hudng dan tot hon ve cach
xac dinh cac loai 16i cu thé hon cac muc nhap danh sach kiém tra don gian.

As with checklist-based reviews, in order not to miss other defect types (e.g., missing features),
reviewers should not be constrained to the documented scenarios - Nhu véi cac danh gia dya trén danh
sach kiém tra, dé khong bo 15 cac loai 16i khac (vi du: cac tinh ning bi thiéu), ngudi danh gia khong nén
bi han ché dbi véi cac tinh hudng duoc ghi lai.

Role-based

A role-based review is a technique in which the reviewers evaluate the work product from the
perspective of individual stakeholder roles - Banh gia dya trén vai tro 1a mot ky thuat trong dé nguoi
danh gia danh gia san pham cong vi¢e tir goc do vai tro cua cac bén lién quan

Typical roles include specific end user types (experienced, inexperienced, senior, child, etc.), and
specific roles in the organization (user administrator, system administrator, performance tester, etc.) -
Céc vai tro dién hinh bao gdm céc loai nguoi dung cudi cu thé (c6 kinh nghiém, thiéu kinh nghiém, cao
cap, tré em, v.v.) va céc vai tro cy thé trong t6 chirc (quan tri vién ngudi ding, quén tri vién hé thong,
nguoi kiém tra hidu suat, v.v.).

Perspective-based

In perspective-based reading, similar to a role-based review, reviewers take on different stakeholder
viewpoints in individual reviewing - Trong cach doc dua trén quan diém, tuong tu nhu danh gia dua
trén vai tro, nguoi danh gia ddm nhén cac quan diém cua céc bén lién quan khac nhau trong danh gia ca
nhan.

Typical stakeholder viewpoints include end user, marketing, designer, tester, or operations - Quan diém
cua cac bén lién quan dién hinh bao gobm nguo1 dung cudi, ti€p thi, nha thiét ké, nguoi test hodc hoat
dong.

Using different stakeholder viewpoints leads to more depth in individual reviewing with less duplication
of issues across reviewers - Str dung cac quan diém cuta cac bén lién quan khac nhau dan dén viéc xem
x€t cd nhan sau sac hon vadi it van de trung lap gitra cac nha danh gia.

In addition, perspective-based reading also requires the reviewers to attempt to use the work product
under review to generate the product they would derive from it. For example, a tester would attempt to
generate draft acceptance tests if performing a perspective-based reading on a requirements
specification to see if all the necessary mformatlon was included - Ngoai ra, viéc doc dya trén ‘quan
diém cung yéu cau ngu:m danh gia cb ging st dung san pham cong viéc dang duoc xem xét dé tao ra
san pham ma ho sé& lay tir n6. Vi du, mot ngudi kiém tra s€ cO gang tao cac test chap nhan dy thao neu
thue hién doc dya trén phdi canh trén mot dic ta yéu cau dé xem c6 bao gdm tit ca cac théng tin can
thiét hay khong.

Further, in perspective-based reading, checklists are expected to be used - Hon nira, trong viéc doc dua

trén quan diém, danh sach kiém tra dy kién sé dugc st dung.
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3.2.5 Success Factors for Reviews

Each review has clear objectives, defined during review planning, and used as measurable exit
criteria - M4i danh gia c6 muc tiéu rd rang, dugc xac dinh trong qué trinh 1ap ké hoach dénh gia
va dugc str dung lam tiéu chi thoat co thé do luong duoc

Review types are applied which are suitable to achieve the objectives and are appropriate to the
type and level of software work products and participants - Cac loai danh gia duogc ap dung phu
hop dé dat duoc cac muc tiéu va phi hop véi loai va mire do cua cac san pham va ngudi tham
gia cong viéc phin mém

Any review techniques used, such as checklist-based or role-based reviewing, are suitable for
effective defect identification in the work product to be reviewed - Bat ky k¥ thuat danh gia nao
duoc st dung, nhu danh gia dya trén danh sach kiém tra hodc dya trén vai tro, déu phu hop dé
xac dinh 18i hiéu qua trong san pham 1am viéc can duoc xem xét

Any checklists used address the main risks and are up to date - Bat ky danh sach kiém tra duoc
su dung giai quyét cac rui ro chinh va dugc cap nhat

Large documents are written and reviewed in small chunks, so that quality control is exercised
by providing authors early and frequent feedback on defects - Tai liéu 16n duoc viét va xem xét
trong cac phan nho, dé kiém soat chét luong duoc thyc hién bang cach cung cip cho tac gia
phan hdi sém va thuong xuyén vé 15i

Participants have adequate time to prepare - Ngudi tham gia c6 di thoi gian chuan bi

Reviews are scheduled with adequate notice - Panh gia duoc 1én lich v6i thong bao day du
Management supports the review process (e.g., by incorporating adequate time for review
activities in project schedules) - Quan 1y hd tro qua trinh xem xét (vi du: bang cach két hop du
thoi gian cho cac hoat dong danh gia trong lich trinh dy an)

People-related success factors for reviews include - Cac yéu t6 thanh cong lién quan dén con ngudi dé
danh gia bao gom:

The right people are involved to meet the review objectives, for example, people with different
skill sets or perspectives, who may use the document as a work input - Pung nguoi c6 lién
quan dé dap tmg cac myc tiéu danh gia, vi du, nhitng ngudi c6 bo k¥ ning hodc quan diém
khac nhau, nhitng ngudi c6 thé sir dung tai liéu 1am dau vao cong viéc

Testers are seen as valued reviewers who contribute to the review and learn about the work
product, which enables them to prepare more effective tests, and to prepare those tests earlier -
Nguoi kiém tra dugc xem 1a ngudi danh gia c6 gia tri dong gop cho viéc dénh gia va tim hiéu
veé san phém cong viéc, cho phép ho chuén bj cac bai kiém tra hiéu qua hon va chuén bj cac
bai kiém tra d6 sém hon

Participants dedicate adequate time and attention to detail - Nguoi tham gia danh thoi gian
thich hop va chu y dén chi tiét

Reviews are conducted on small chunks, so that reviewers do not lose concentration during
individual review and/or the review meeting (when held) - Panh gia duoc tién hanh trén cac
phan nho, dé nguoi danh gia khong bi mat tap trung trong qué trinh danh gia ca nhan va / hodc
cudc hop danh gia (khi duoc t6 chic)

Defects found are acknowledged, appreciated, and handled objectively - Khiém khuyét dugc
tim thay duoc thira nhan, danh gia cao va xur 1y khéach quan
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- The meeting is well-managed, so that participants consider it a valuable use of their time -
Cudc hop duoc quan 1y tét, dé& nhitng ngudi tham gia coi d6 1a mot cach st dung co gia tri thoi
gian cua ho

- The review is conducted in an atmosphere of trust; the outcome will not be used for the
evaluation of the participants - Viéc xem xét duogc tién hanh trong bau khong khi tin cay; két
qua s& khong duoc sir dung dé danh gia nhiing nguoi tham gia

- Participants avoid body language and behaviors that might indicate boredom, exasperation, or
hostility to other participants - Nguoi tham gia tranh ngon ngit co thé va hanh vi c6 thé biéu
thi sy nham chan, byc tirc hodc thu dich v6i nhitng nguodi tham gia khac

- Adequate training is provided, especially for more formal review types such as inspections A
culture of learning and process improvement is promoted - Pao tao day da dugc cung cap, dic
biét d6i véi cac loai danh gia chinh thirc hon nhu kiém tra Vian héa hoc tap va cai tién quy
trinh duoc thiic day
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CHAPTER 4: Test Design Techniques

4.1 Categories of Test Techniques

Test design techniques

A"

Error
Guessing

Exploratory
Testing

Equivalence Statement
Partitioning testing
Boundary Branch
Value testing
Decision Condition
tables testing
State Multiple
transition conditions
Use case LCSAJ
testing

Checklist
Testing

4.1.1 Choosing Test Techniques

Depends on a number of factors:

Type of component or system
Component or system complexity
Regulatory standards

Customer or contractual requirements
Risk levels

Risk types

Test objectives

Available documentation

Tester knowledge and skills
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- Auvailable tools

- Time and budget

- Software development lifecycle model

- Expected use of the software

- Previous experience with using the test techniques on the component or system to be tested
- The types of defects expected in the component or system

4.1.2 Categories of Test Techniques and Their Characteristics
Common characteristics of specification-based test design techniques include - Bic diém chung cua k¥
thuat thiét ké test hudng dic ta:

- Test conditions, test cases, and test data are derived from a test basis that may include software
requirements, specifications, use cases, and user stories - Diéu kién test, truong hop test va dir liéu
test duoc 14y tir co so test co thé bao gdm cac yéu cau phan mém, thong sé ki thuat, trudng hop sir
dung va cau chuy¢n cua nguoi dung

- Test cases may be used to detect gaps between the requirements and the implementation of the
requirements, as well as deviations from the requirements - Cac trudng hop test ¢6 thé duoc sir dung
dé phat hién cac 16 héng gitlra cac yéu clu va viéc thuc hién cac yéu cAu, cling nhu céc sai 1éch so véi
cac yéu cau

- Coverage is measured based on the items tested in the test basis and the technique applied to the test
basis - B§ che phu dugc do dua trén cac hang muc dugc kiém tra trong co sé test va k¥ thuat 4p dung

cho co s& test

Common characteristics of structure-based test design techniques include - Dac diém chung cta k¥

thuat thiét ké test hudng cdu tric:

- Test conditions, test cases, and test data are derived from a test basis that may include code, software
architecture, detailed design, or any other source of information regarding the structure of the
software - Piéu kién test, trudong hop test va dir liéu test duogc 14y tir co so test c6 thé bao gdm m4,
kién tric phan mém, thiét ké chi tiét hodc bat ky ngudn thong tin nao khéc lién quan dén cau triic ciia
phan mém

- Coverage is measured based on the items tested within a selected structure (e.g., the code or
interfaces) - Pham vi duoc do dwa trén cac muc duoc kiém tra trong mét cau trac da chon (vi du: ma
hodc giao di¢n)

- Specifications are often used as an additional source of information to determine the expected
outcome of test cases - Thong s6 k¥ thuat thuong duoc sir dung nhu mot ngudn thong tin bo sung dé
xéac dinh két qua du kién cua cac truong hop test
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Common characteristics of experience-based test design techniques include - Pic diém chung cua ky

thuat thiét ké test hudng kinh nghiém:

- Test conditions, test cases, and test data are derived from a test basis that may include knowledge
and experience of testers, developers, users and other stakeholders - Biéu kién test, truong hop test
va dir lidu test dugc 14y tir co so test ¢6 thé bao gdm kién thirc va kinh nghiém cuia ngudi test, nha
phét trién, nguoi dung va cac bén lién quan khac

- These techniques can be helpful in identifying tests that were not easily identified by other more
systematic techniques. Depending on the tester’s approach and experience, these techniques may
achieve widely varying degrees of coverage and effectiveness - Nhitng k¥ thuat nay c6 thé hitu ich
trong viéc xac dinh cac xét nghiém khong dé xac dinh bang cac ky thuat c6 hé théng khac. Tuy thude
vao cach tiép can va kinh nghiém cua nguoi test, cac k¥ thuat nay co thé dat dugc mirc dd bao phu va
hiéu qué khac nhau.

- Coverage can be difficult to assess and may not be measurable with these techniques - B che phu c6

thé kho danh gid va c6 thé khong do luong duoc bang cac ky thuat nay

4.2 Black-box Test Techniques

4.2.1 Equivalence partitioning (EP) - Phan vung twong dwong (EP)

- Divide (partition) the inputs, outputs, etc. into areas which are expected to exhibit similar behavior
(equivalent) so they are likely to be processed in the same way. - Chia cac ving dwa vao dau vao, dau
ra, vv thanh cac khu vure ma két qua mong doi 1a gidng nhau (twong duong) vi thé chiing duoc xtr 1y
theo 1 cach gidng nhau

- Assumption: if one value works, all will work - Gia dinh: néu mot trong nhimng gié tri lam dung, tat ca
cac gia tri bén trong vung do s€ lam diung

- One from each partition better than all from one - Liy mot TH tir mdi phan ving tt hon so véi 1y tat
ca cac TH

- Tests can be designed to cover all valid and invalid partitions. Equivalence partitioning is
applicable at all levels of testing. - Test case dugc thiét ké dé bao phu tat ca cac TH valid va

invalid. EP duoc 4p dung & tat ca cac level test

0 101

invalid l invalid

Bén quyén thudc vé QRS-website: gr-solutions.com.vn
DC: tang 3, s0 1, ngd 36/7 Duy Téan Trang 46



4.2.2 Boundary value analysis (BVA)- Phan tich gié tri bién (BVA)
- Behavior at the edge of each equivalence partition is more likely to be incorrect than behavior within

the partition, so boundaries are an area where testing is likely to yield defects - L3i c6 xu huéng an
nap gan ranh giéi

- Two-point boundary: The maximum and minimum values of a partition are its boundary values - Gia
tri 16n nhit va nho nhét trong 1 phan ving 1a gia tri bién

- Three boundary values: the values before, at, and just over the boundary

- Tests can be designed to cover both valid and invalid boundary values. - Test duoc thiét ké dé
cover cac gia trih bién valid va invalid

- Boundary value analysis can be applied at all test levels. It is relatively easy to apply and its
defect- finding capability is high. - Phan tich gi4 tri bién dugc 4p dung & tat ca cac level test.
N6 kha d& dang ap dung dé tim ra 13i.

- Detailed specifications are helpful in determining the interesting boundaries. - Dic ta chi tiét s&

gitip cho xac dinh dugc céc gia tri bién nay

invalid \ invalid

0 101

4.2.3 Decision tables - bang quyét dinh
- Explore combinations of inputs, situations or events

Kham phé sy két hop ctia cac yéu t6 du vao, tinh huéng hoic su kién

- Itis very easy to overlook specific combinations of input
Rét d& dang dé bo qua sy két hop cu thé ciia dau vao

- Start by expressing the input conditions of interest so that they are TRUE or FALSE
Bit dau béng cach dién dat cac diéu kién dau vao dé ho ¢6 TRUE hoac FALSE

Example: Student access — Phin quyén sinh vién

An university computer system allows students an allocation of disc space depending on their projects. -
Mot hé théng may tinh ctia truong dai hoc cho phép sinh vién phan bd khong gian dia phu thudc vao cac

du an cua ho.

If they have used all their allotted space, they are only allowed restricted access, i.e. to delete files, not to

create them. This is assuming they have logged on with a valid username and password. - Néu ho da sir
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dung tat ca cac khong gian dugc phan bd cua ho, ho chi duge phép truy cap han ché, tirc 1a dé xo6a cac tap

tin, khong duoc tao ra ching. Pay 1a gia dinh ho di dang nhap véi tén ngudi dung va mat khau hop 18.

Extending decision tables — Mé rong ciia bang ra quyét dinh

Entries can be more than just “true’ or “false’ - Gi4 tri nhap vao c6 thé c6 nhiéu hon chi 1a 'dung' hay

'sai’

o Completing table needs to be done carefully - Hoan thanh bang can phai dugc thuc hién mot cach
can than

o Rationalizing becomes more important - Hop 1y hoa tré nén quan trong hon

4.2.4 State transition testing - Test chuyén doi trang thai
- Asystem may exhibit a different response depending on current conditions or previous history (its

state)

- Mot hé thong c6 thé biéu hién mot phan tng khac nhau tiy thudc vao diéu kién hién tai hoic tién sir

- It allow the tester to view the software in terms of its states, transitions between states, the inputs or
events that trigger state changes (transitions) and the states and inputs, and can highlight possible
transitions that are invalid.

- N6 cho phép test dé xem cac phan mém vé trang thai ctia nd, chuyén doi gitta cac trang thai, cac yéu
t6 dau vao hodc sy viéc gy ra nhing thay doi trang thai (chuyén tiép) va cac 1énh va cac dau vao, va
c6 thé 1am ndi bat qua trinh chuyén doi hodc ¢ thé 1a khong hop 1¢.

- Example: State diagram for PIN entry - Vi du: so d6 nha nudc cho nhap PIN

PIN not OK

card inserted

enter PIN PIN not OK PIN not OK

Switch:

1- Switch: single transition
2- Switch: couple transitions
3- Switch: triple transitions
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A state transition model has four basic parts - Mot mé hinh chuyén trang thai c6 bon phan co ban::

The states that the software may occupy (open/ closed or funded/ insufficient funds) - Cac trang thai
ma phan mém c6 thé thyc hién (md / dong cira hodc rut tién / khong du tién)

The transitions from one state to another (not all transitions are allowed) - Viéc chuyén d6i tir mot
trang thai khac (khong phai tit ca cac qua trinh chuyén dbi duoc cho phép)

The events that cause a transition (closing a file or withdrawing money) - Cac su kién da gay ra mot
qua trinh chuyén ddi (d6ng mot tap tin hodc rut tién)

The actions that result from a transition (an error message or being giving your cash) - Cac hanh dong

d6 1 két qua ctia mot qué trinh chuyén déi (mot théng bao 16i hodc tra tién cho ban)

Note: One event can cause only one action, but that the same event — from a different state — may cause a

different action and a different end state. - Luu y: 3M6t su kién c6 thé gy ra chi c6 mot hanh dong,

nhung la cung moét sy kién - tr mdt trang thai khac nhau - c6 thé gay ra mot hanh dong khac nhau va mot

trang thai két thiic khac nhau.

Test can be designed to cover a typical sequence of states, to cover every state, to exercise every
transitions, to exercise specific sequences of transitions or to test invalid transitions - Test c6 thé dugc
thiét ké dé bao gé)m mot trinh ty ddc trung cla céc trang thai, bao quat moi giao dich, thuc hién mdi
chuyén tiép, dé thuc hién trinh tu cu thé cta qua trinh chuyén ddi hodc dé test qué trinh chuyén doi
khong hop 1€

When designing test case, we should start with a typical scenario (a normal situation) then increase
the coverage (every states/ every transitions) - Khi thiét ké truong hop test, chung ta nén bat dau voi
mot kich ban dién hinh (mét tinh hudng binh thuong) sau d6 ting ving phi song (mdi trang thai / mdi
chuyén tiép)

One of the advantages of the state transition technique is that the model can be as detailed or as
abstract as you need it to be. - Mot trong nhitng wu diém ciia ky thuat chuyén ddi trang thai 1a mo hinh
c6 thé dugc chi tiét hodc 1a triru tugng nhu ban can nd lam.

State transition testing is much used within the embedded software industry and technical automation
in general - Test chuyén d6i trang thai dwoc str dung nhiéu trong cic nganh cong nghiép phan mém
nhung va tu dong hoa k¥ thuat n6i chung.

However, the technique is also suitable for modeling a business object having specific states or testing
screen-dialog flows - Tuy nhién, k¥ thuat ndy ciing 1a phtt hop véi mé hinh mot ddi twong kinh doanh

c6 cac trang thai cu thé hodc test cac dong man hinh-thoai

States table — Bang trang thai
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In order to see the total number of combinations of states and transitions, both valid and invalid, a state

table can be used. - Dé xem téng s két hop cua trang thai va qua trinh chuyén dbi, hop 1¢ va khong hop

1€, mot bang trang thai c6 thé duoc st dung.

The table lists all the states down one side of the table and all the events that cause transitions along the

top. Each cell then represents a state-event pair. The content of each cell indicates which state the system

will move to. - Bang liét ké tt ca cac trang thai xudng mot bén ciia bang va tit ca cac su kién gdy ra qué

trinh chuyén doi ¢ dau trang. Moi 6 sau do dai dién cho mdt cap trang thai-su kién. Cac ndi dung ctia moi

0 chi ra trang thai hé thong s& chuyén sang

Insert card Valid PIN Invalid PIN

S1) Start state S2 -

S2) Wait for PIN - S6 S3
$3) 1st try invalid - S6 S4
S4) 2nd try invalid - 6 55
$5) 3rd try invalid - s7
S$6) Access account - ? ?
$7) kat card S1 (for new card) - -

4.2.5 Use case testing- Trwong hop s dung

Use case testing is a technique that helps us identify test cases that exercise the whole system on a
transaction by transaction basis from start to finish

Str dung céc truong hop test 1a mot k¥ thuét giup ching ta xac dinh cac trudng hop test quyén
thuce hién toan b hé théng trén co s cua giao dich tu dau dén cubi

Use cases are a sequence of steps that describe the interactions between the actor (system or user)
and the system

Str dung céc trudng hop 1a mot chudi cac bude mo ta sy twong tac gilta cac dbi twong st dung (hé
thdng hay nguoi ding) va hé théng

Use cases may be described at the abstract level (business use case, technology-free, business
process level) or at the system level (system use case on the system functionality level)

Str dung céc trudng hop c6 thé duge mé ta & mirc do triru tugng (truong hop sir dung kinh doanh,
cong nghé mién phi, mic do qua trinh kinh doanh) hodc ¢ cap do hé théng ( truong hop sir dung &
cap do hé thong chirc nang)

Each use case has preconditions which need to be met for a use case to work successfully

Mdi truong hop st dung c6 diéu kién tién quyét ma can phai duoc dap tng cho mot trudng hop st

dung dé 1am viéc thanh cong
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- Each use case terminates with post conditions which are the observable results and final state of
the system after the use case has been completed.

MB&i truong hop st dung chim dut voi diéu kién trude d6 1a nhitng két qua quan sat duoc va trang
thai cudi cung cua hé thdng sau khi cac trudng hop sir dung da duoc hoan thanh.

- Each use case usually has a mainstream (or most likely) scenario and alternative paths.

MG&i truong hop st dung thudng ¢ (hodc co thé) kich ban chinh va dudng dan thay thé.

- Use cases describe the “process flows” through a system based on its actual likely use, so the test
case derived from use cases are most useful in uncovering defects in the process flows during real-
world use of the system
Str dung cac trudng hop mo ta qua trinh "chay" qua mot hé thong dua trén kha ning sir dung thuc
té ciia nd, vi vy cac truong hop test xut phat tir trudng hop st dung hiru ich nhit trong viéc phat
hién cac defect trong qua trinh chay qua khi sir dung thuc té cta hé thong

- Use case testing also helps uncover integration defects caused by interaction and interference of
different components, which individual component testing would not see
Str dung céc truong hop test ciing giup cac defect hoi nhap viéc kham phé ra c¢6 vo bang cach
tuong tac va giao thoa ctia cac thanh phan khac nhau, trong dé test thanh phan ca nhan s& khong
nhin thay

- Designing test cases from use cases may be combined with other specification-based techniques
Thiét ké truong hop test tir trudng hop st dung c6 thé duoc két hop véi cac ki thuat dya trén dic
diém khac.

Example:
The below example explains the way to build a test case from Cash Withdrawal use case. Cash Withdraw
is a function of ATM (Auto Teller Machine)

This Use Case begins with the ATM in the Ready State.
Initiate Withdraw - Customer inserts bank card in the card reader on the ATM machine

Verify Bank Card - The ATM reads the account code from the magnetic strip on the

bank card and checks if it is an acceptable bank card.

Basic Flow |Enter PIN - The ATM asks for the customer's PIN code (4 digits)

Verify account code and PIN - The account code and PIN are verified to determine if
the account is valid and if the PIN entered is the correct PIN for the account. For this

flow, the account is a valid account and the PIN is the correct PIN associated with this

account.
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ATM Options - The ATM displays the different alternatives available at this ATM. In
this flow, the bank customer always selects "Cash Withdraw."

Enter Amount - The ATM the amount to withdraw. For this flow the customer selects a
pre-set amount ($10, $20, $50, or $100).

Authorization - The ATM initiates the verification process with the Banking System by
sending the Card ID, PIN, Amount, and Account information as a transaction. For
this flow, the Banking System is online and replies with the authorization to complete

the cash withdrawal successfully and updates the account balance accordingly.
Dispense - The Money is dispensed.
Return Card - The Bank Card is returned.

Receipt - The receipt is printed and dispensed. The ATM

also updates the internal log accordingly.

Use Case ends with the ATM in the Ready State.

Alternate
In Basic Flow Step 2 - Verify Bank Card, if the card is not valid, it is ejected with an

Flow 1 - Not -

_ appropriate message.

avalid Card

Alternate

Flow 2 - At Basic Flow Step 5 - ATM Options, if the ATM is out of money, the "Cash Withdraw"

ATM out of |option will not be available.

Money

Alternate

Flow 3 - At Basic Flow Step 6 - Enter Amount, if the ATM contains insufficient funds to dispense

Insufficient |the requested amount, an appropriate message will be displayed, and rejoins the basic

funds in flow at Step 6 - Enter Amount.

ATM

Alternate At Basic Flow Step 4 - Verify Account and PIN, the customer has three tries to enter
the correct PIN.

Flow 4 -

Incorrect

PIN If an incorrect PIN is entered, the ATM displays the appropriate message and if there

are still tries remaining, this flow rejoins Basic Flow at Step 3 - Enter PIN.
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If, on the final try the entered PIN number is incorrect, the card is retained, ATM
returns to Ready State, and this use case terminates.
At Basic Flow Step 4 - Verify Account and PIN, if the Banking system returns a code
Aliernate indicating the account could not be found or is not an account which allows
Flows -No withdrawals, the ATM displays the appropriate message and rejoins the Basic Flow at
Account Step 9 - Return Card.
Alternate
At Basic Flow Step 7 - Authorization, the Banking system returns a code indicating the
Flow 6 account balance is less than the amount entered in Basic Flow Step 6 - Enter Amount,
::nj:;:lnent the ATM displays the appropriate message and rejoins the Basic Flow at Step 6 - Enter
Amount.
Account
Alternate
Flow 7 -

) At Basic Flow Step 6 - Authorization, the Banking system returns a code indicating
Dall_y that, including this request for withdrawal, the customer has or will have exceeded the
\TI:;;T:VTM maximum amou-nt- allowed in- a 24 hour period, the ATM displays the appropriate
Amount message and rejoins the Basic Flow at Step 6 - Enter Amount.
reached
Alternate If at the Basic Flow Step 10 - Receipt, the log cannot be updated, the ATM enters the
Flow x - Log |"secure mode" in which all functions are suspended. An appropriate alarm is sent to
Error the Bank System to indicate the ATM has suspended operation.

Alternate

Flowy The customer can, at any time, decide to terminate the transaction (quit). The

) transaction is stopped and the card ejected.

Quit
The ATM contains numerous sensors, which monitor different functions, such as power,

Alternate pressure, exerted on the various doors and gates, and motion detectors. If at any time

Flow z - a sensor is activated, an alarm signal is sent to the Police and the ATM enters a

"Tilt" "secure mode™ in which all functions are suspended until the appropriate re-start / re-
initialize actions are taken.
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In the first iteration, according to the iteration plan, we need to verify that the Cash Withdrawal use
case has been implemented correctly. The whole use case has not yet been implemented, only the

following flows have been implemented:

Basic Flow - Withdrawal of a pre-set amount ($10, $20, $50, $100)
Alternate Flow 2 - ATM out of Money

Alternate Flow 3 - Insufficient funds in ATM

Alternate Flow 4 - Incorrect PIN

Alternate Flow 5 - No Account / Incorrect Account Type

Alternate Flow 6 - Insufficient funds in Account

In the table below, "n/a" indicates that this condition is not applicable to the test case.

TC ID# Scenario / Condition Expected Result
CWL1. |[Scenario 1 - Successful Cash Successful cash withdrawal.
Withdraw
CW2. |[Scenario 2 - ATM out of Money Cash Withdraw option unavailable, end of use case

CW3. [Scenario 3 - Insufficient funds in Warning message, return to Basic Flow Step 6 - Enter
ATM Amount

CW4. |Scenario 4 - Incorrect PIN (> 1 left) [Warning message, return to Basic Flow Step 4, Enter
PIN

CWS5. [Scenario 4 - Incorrect PIN (=1 try |Warning message, return to Basic Flow Step 4, Enter
left) PIN

CW6. |[Scenario 4 - Incorrect PIN (= 0 tries Warning message, card retained, end of use case
left)

4.3 While Box test design
- The basic coverage measure is:
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Number of coverage items exercised
COVErage = -----mmmmmmmm oo x 100%
Total number of coverage items

Tested coverage = S6 TC (pass, fail)/ Téng s6 TC

Tested successful coverage = S6 TC pass/ Tong s6 TC test — N/A

Statements coverage = S6 dong code duoc test dén/ tong s6 dong code trong software

- Coverage item: whatever we have been able to count and see whether a test has exercised or used this
item - Yéu t6 duoc bao phu: bat ctr diéu gi chung ta da c6 thé dém va xem liéu mot test da thuc hién

hay test dén item nay hay chua

4.3.1 Statement coverage
- Percentage of executable statements exercised by a test suite — Phan tram s6 dong code duoc thyc

hién test boi 1 b test
o Formula = number of statements exercised / Total number of statements
- Example:
o Program has 100 statements
o Test exercise 87 statements
o Statement coverage =87%
- Statement coverage is normally measured by a software tool. — B bao phu code thuong dugc do
bang mot cong cu phan mém.

- Typical ad hoc testing achieves 60-75% - Thong thuong cac dy an chi dat dugc 60- 75%
Example of statement coverage
Read (a)
If a>6 then
A=b
endif
We need only 1 test case a=7 to have 100% statement coverage

4.3.2 Decision coverage (Branch coverage)
- Percentage of decision outcomes exercised by a test suite - Ty 1¢ cac két qua quyét dinh duoc thyuc

hién béi mot bo test
Formula = number of decisions outcomes exercised / total number of decision outcomes
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- Typical ad hoc testing achieves 40- 60% - Ty 1¢ thong thuong 40-60%
- Decision testing is a form of control flow testing

- 100% decision coverage => 100% statement coverage

1 READA Read

) e [re |
3 C=A-2"B

4 |FC <0THEN

5 PRINT "C negative"

6 ENDIF

FALSE

Case 1: A=20, B-15

False outcome isn’t covered ENDIF

Add case2: A=10, B=2

4.3.3 Path coverage
Paths through code

Paths through code with loops

for as many times as it
is possible to go round
the loop (this can be
unlimited, i.e. infinite)
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Practices:
Dua vao so d6 sau hay tinh:
1. Cyclomatic complecity
2. S6 TC dé dat 100% Statement coverage
3. S6 TC dé dat 100% Branch coverage
4. S6 TC dé dat 100% Path through coverage

Example |

Wait for card to be inserted

IF card is a valid card THEN
display “Enter PIN number”
IF PIN is valid THEN

select transaction t59|EGt
£ rans...
ELSE (otherwise)

display “PIN invalid”

ELSE (otherwise) Display
. “PIN in..
reject card
End

Example 2

Yes .
Example 4 Rea i -

=
o
Fy
. ‘

!‘ yes Print

E‘Ff

Example 3
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Example 5

Example 6
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Summary while box test

Statement Decision

!

Linear Code Sequence and
Jump (LCSAJ) coverage.

100% Branch/>

Decision coverage-

100%.-

Statement coverage«

100% Path coverage-

4.4 Experience_base techniques (K2)- Ky thuat Experience_base

4.4.1 Error Guessing - Poan 10i

Error guessing is a technique used to anticipate the occurrence of mistakes, defects, and failures, based
on the tester’s knowledge, including - Podn 16i 1a mot ky thuat duogc st dung dé du doan sy xut hién

cua sai 1am, khuyét diém va failure, dua trén kién thirc cua tester, bao gém:

- How the application has worked in the past - Ung dung d4 hoat dong nhu thé nio trong qua khtr

- What types of mistakes the developers tend to make - Nhing loai sai lam ma cac developer c6
xu hudng méc phai

- Failures that have occurred in other applications - Loi di xay ra trong cac tmg dung khac
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- Experience about defect and failure data - Kinh nghiém vé dit liéu 15i va 15i
- Common knowledge about why software fails - Kién thirc phd bién vé 1y do tai sao phan mém bj
16i

Error guessing technique is to create a list of possible mistakes, defects, and failures, and design tests
that will expose those failures and the defects that caused them - K¥ thuat doan 16i 1a tao ra mot danh
sach céac 16i, 16i va 16i co thé xay ra, va céc test thiét ké s& phoi bay nhimng 16i d6 va cac defect gay ra
chung.

4.4.2 Exploratory Testing

In exploratory testing, informal tests are designed, executed, logged, and evaluated dynamically during
test execution. The test results are used to learn more about the component or system, and to create tests
for the areas that may need more testing- Trong test tham do, cac test khong duoc thiét ké testcase, thyc
hién, ghi nhat ky va danh gia linh hoat trong qua trinh thyc hi¢n chay test. Cac két qua test dugc str dung
dé tim hiéu thém vé thanh phan hoic hé thong va dé tao cac test cho cac khu vuc c6 thé can test nhiéu
hon

Exploratory testing is sometimes conducted using session-based testing to structure the activity- Test
tham do d6i khi dugc thuc hién bang cach sur dung theo phuong phap session-based:

- Tester uses a test charter containing test objectives within a defined time-box to guide the
testing-Tester str dung diéu 1¢ test co chira cac muc tiéu test trong mot khung thoi gian xac dinh
dé hudng dén test..

- Tester may use test session sheets to document the steps followed and the discoveries made-
Tester c6 thé st dung sheets test dé ghi lai cac budce tiép theo va nhitng kham pha dugc thyc
hién.

Exploratory testing is most useful when there are few or inadequate specifications or significant
time pressure on testing. Exploratory testing is also useful to complement other more formal testing
techniques- Test tham do 14 hiru ich nhat khi c6 it hodc khong du tai liéu hodc ap luc thoi gian. Test
tham do ciing hitu ich dé bo sung cho céc ky thuat test chinh thic khac

4.4.3 Checklist-based Testing

Checklists can be built based on experience, knowledge about what is important for the user, or an
understanding of why and how software fails- checklist c6 thé duoc xay dung dwa trén kinh nghiém, kién
thirc vé nhing gi quan trong ddi v6i nguoi dung hodc su hiéu biét vé 1y do va cach thirc phan mém bi 15i.

Checklists can be created to support various test types, including functional and non-functional testing-
Checklist c6 thé duoc tao dé hd trg cac loai test khac nhau, bao gdom test chirc ning va phi chirc ning.

In the absence of detailed test cases, checklist-based testing can provide guidelines and a degree of
consistency - Trong truong hop khong co truong hop test chi tiet, test dua trén checklist co thé cung cap
huéng dan va mic ¢ nhat quan
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Chapter 5: Test Management

5.1 Test Organization

None

developers test
their own code

Test team or
group
Developers or

testers within

the

development

teams

Testers from
the business
organization

Testers external
to the
organization

Benefits of test independence include-Loi ich cua tinh doc 1ap test bao gom:

- Recognize different kinds of failures - Nhan ra cac loai failure khac nhau
- Verify, challenge, or disprove assumptions - X&c minh, test hoac bac bo cac gia dinh

Drawbacks of test independence include- Han ché cua tinh doc lap test bao gom:

- Isolation from the development team, leading to a lack of collaboration, delays in providing
feedback to the development team, or an adversarial relationship with the development team -
Co lap khoi nhom phét trién, dan dén thiéu su hop tac, cham tré trong viéc cung cap phan hoi
cho nhom phat trién hodc méi quan hé bat loi véi nhom phat trién

- Developers may lose a sense of responsibility for quality - Cac developer c6 thé mét y thirc trach
nhiém vé chit luong

- Independent testers may be seen as a bottleneck or blamed for delays in release - Tester doc lap
¢6 thé duogc coi 1a mot nut ¢6 chai hodc d6 15i cho sy cham tré trong viéc phat hanh

- Independent testers may lack some important information (e.g., about the test object) - Tester
doc 1ap c6 thé thiéu mot sb thong tin quan trong (vi du: vé doi tuong test)

5.1.2 Tasks of a Test Manager and Tester

Testing phase

Planning -

Test Manager tasks

Plan the test activities

Write and update the test plan(s)
Coordinate the test plan(s) with
project managers, product owners, and
others

Share testing perspectives with other
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Tester tasks
- Review and contribute to test plans
- Create the detailed test execution

schedule
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Analysis and
design
Implement and

execution

Monitoring

and control

Organization
task

project activities, such as integration

planning

Initiate the analysis, design,
implementation, and execution of tests
Support the selection and
implementation of tools to support the
test process

Support setting up the defect
management system

Set up adequate configuration
management of testware

Decide about the implementation of

test environment(s)

Monitor test progress and results, and
check the status of exit criteria
Create test progress reports and test
summary reports

Adapt planning based on test results
and progress

Take any actions necessary for test

control

Develop or review a test policy and
test strategy

Introduce suitable metrics for
measuring test progress and evaluating
the quality of the testing and the
product

Promote and advocate the testers, the
test team

Develop the skills and careers of
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Analyze, review, and assess requirements
for testability (i.e., the test basis)
Identify and document test conditions,
capture traceability

Design, set up, and verify test
environment(s)

Design and implement test cases and test
procedures

Prepare and acquire test data

Execute tests, evaluate the results
Automate tests as needed

Evaluate non-functional characteristics

Review tests developed by others

Use appropriate tools to facilitate the test

process
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Testing phase

Planning

Analysis and
design
Implement and

execution

Monitoring
and control

testers

Nhiém vu quéan ly test

Lap ké hoach hoat dong test

Viét va cap nhat (cac) ké hoach test
Phéi hop (cac) ké hoach test voi nguoi
quan 1y du an, chu s¢ hitu san pham
va nhitng nguoi khac

Chia sé quan diém test v6i cac hoat
dong khéc cta du én, chéng han nhu
1ap ké hoach tich hop

Khai tao phan tich, thiét ké, chuan bi
va thuc hién test

Lua chon va hd trg thuc hién cac cong
cu dé ho tro qua trinh test

HO trg thiét 1ap hé thong quan 1y 15i
Thiét 13p quéan 1y c4u hinh day du cta
phan mém test

Quyét dinh vé viéc thuc hién (cac)

moi truong test

Theo dbi tién d6 va két qua test, va
test trang thai cua ti€u chi thoat

Tao bao céo tién do test va bao céo
tom tat test

Lap ké hoach thich ung dua trén két
qua va tién do test

Thuyc hién bét ky hanh dong can thiét
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Nhiém vu test vién
- Xem xét va dong gop cho ké hoach test

- Tao lich thuc hién test chi tiét

- Phan tich, xem xét va danh gia cac yéu
cau vé kha ning test

- Xac dinh va ghi lai cac diéu kién test,
truy Xudt nguén géc

- Thiét ké, thiét 1ap va xac minh (cac) moi
truong test

- Thiét ké va thyc hién cac trudng hop test
va quy trinh test

- Chuén bj va thu thap dir liéu test

- Thuc hién test, danh gia két qua

- Ty dong test khi can thiét

- Panh gia cac dic diém phi chtic ning

- Xem xét cac bai test dugc phat trién boi
nhiing nguoi khac

- St dung céc cong cu thich hop dé tao

thuan lgi cho qua trinh test
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dé kiém soat test

Organization - Phat trién hodc xem xét mot chinh -

task sach test va chién lugc test

- Gi6i thiéu cac sb liéu phu hop dé do
ludng tién do test va dénh gia chat
lwong test va san pham

- Thic ddy va tng ho nhiing tester,
nhom test

- Phat trién k¥ ning va nghé nghiép cua

tester

5.2 Test Planning and Estimation

5.2.1 Purpose and Content of a Test Plan - Muc dich va ndi dung ciia mét ké hoach test

- Determining the scope, objectives, and risks of testing - Xac dinh pham vi, muc tiéu va rui ro cta test

- Defining the overall approach of testing - Xac dinh cach tiép can tong thé cia test

- Integrating and coordinating the test activities into the software lifecycle activities - Tich hop va phdi
hop céac hoat dong test vao cac hoat dong vong doi phan mém

- Making decisions about what to test, the people and other resources - Ra quyét dinh vé nhiing gi can
test, nguo1 dan va cac tai nguyén khéc

- Scheduling of test analysis, design, implementation, execution, and evaluation activities - Lap ké
hoach phan tich test, thiét ké, thuc hién, thuc hién va danh gia cac hoat dong

- Selecting metrics for test monitoring and control - Chon s6 liéu dé theo dai va kiém soat test

- Budgeting for the test activities - Ngan sach cho cac hoat dong test

- Determining the level of detail and structure for test documentation - Xéac dinh mirc d6 chi tiét va cu
trac cua tai liéu test

5.2.2 Test Strategy and Test Approach - Chién lwgc test va phwong phap test

Analytical: analysis of some factor (e.g., requirement or risk) - phan tich mét sé yéu t6 (vi du: yéu cau

hoac rui ro)..

Model-Based: tests are designed based on some model of some required aspect of the product. Examples
of such models include business process models, state models, and reliability growth models - cac test
duoc thiét ké dua trén mot $6 mo hinh vé mot s6 khia canh bét budc cua san phém. Vidu vé cic md hinh
nhu vdy bao gdm cac md hinh quy trinh kinh doanh, mé hinh nha nuéc va mé hinh ting truéng do tin

cay.
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Methodical: use of some predefined set of tests or test conditions, such as a taxonomy of common or
likely types of failures, a list of important quality characteristics, or standards for mobile apps or web
pages - st dung mot s6 bo test hodc diéu kién test dugc xéc dinh trude, chéng han nhu phan loai cac loai
16i phé bién hodc ¢6 kha nang, danh sach cac dac diém chat lugng quan trong hoac tiéu chuén cho ung

dung di dong hoac trang web

Process-compliant (or standard-compliant): based on external rules and standards, process - dua trén
cac quy tic va tiéu chudn bén ngoai, quy trinh

Directed (or consultative): base on the advice, guidance, or instructions of stakeholders, business
domain experts, or technology experts - dua trén 1oi khuyén, huéng dan hodc huéng dan cta cac bén
lién quan, chuyén gia trong linh vuc kinh doanh hoac chuyén gia cong nghé

Regression-averse: highly automation of regression tests, and standard test suites - tu dong hoa cao
cac bai test hoi quy va bo test tiéu chuan.

Reactive: Tests are designed and implemented, and may immediately be executed in response to
knowledge gained from prior test results. Exploratory testing is a common technique employed in
reactive strategies - C4c test dugc thiét ké va thyc hién, va c6 thé duoc thyuc hién ngay lap tirc dé dap
g véi kién thirc thu dugc tir cac két qua test trude d6. Test tham do 1a mot ki thuat pho bién duoc
sir dung trong cac chién luoc phan Gng.

5.2.3 Entry Criteria and Exit Criteria (Definition of Ready and Definition of Done) - Entry Criteria
and Exit Criteria (Definition of Ready and Definition of Done)
Typical entry criteria include- Tiéu chi dau vao dién hinh bao gom::

- Auvailability of testable requirements, user stories, and/or models - Tinh kha dung ciia cac yéu cau
c6 thé test, yéu cau ctia ngudi ding va / hodc mé hinh

- Availability of test items that have met the exit criteria for any prior test levels - Tinh kha dung
cua cac muc test da dap g tiéu chi thoat cho moi test level trudc do6

- Availability of test environment - Sy san c¢6 ctia méi truong test

- Auvailability of necessary test tools - C6 san cac cong cu test can thiét

- Auvailability of test data and other necessary resources - C6 san dit liéu test va cac tai nguyén can
thiet khac

Typical exit criteria include - Tiéu chi két thiic dién hinh bao gom:

- Planned tests have been executed -Test theo ké hoach dd dugc thuc hién

- A defined level of coverage - Mot mirc d§ bao phu xac dinh

- The number of unresolved defects is within an agreed limit - S luong defect chua dugc giai quyét
nam trong gidi han di thoa thuan

- The number of estimated remaining defects is sufficiently low - Sé luong defect con lai uéce tinh
1a du thap
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- The evaluated levels of reliability, performance efficiency, usability, security, and other relevant
quality characteristics are sufficient - Cac mirc danh gia dg tin cay, hi€u qua hoat dong, kha nang
su dung, bao mat va cac dac tinh chét luong khac c6 lién quan 1a du

5.2.4 Test Execution Schedule - Lich trinh thuc hién

Once the various test cases and test procedures are produced and assembled into test suites - Khi cac
truong hop test va quy trinh test khac nhau dugc san xuat va lap rap thanh cac bg test

The test suites can be arranged in a test execution schedule that defines the order in which they are to
be run - Cac bg test co thé dugc sap x&p trong mot lich trinh thyce hién test xac dinh thir ty ma chung s€
duogc chay.

The test execution schedule should take into account such factors as prioritization, dependencies,
confirmation tests, regression tests, and the most efficient sequence for executing the tests - Lich thuc
hién test can tinh dén cac yéu t6 nhu wu tién, phu thudc, test xac nhan, test hoi quy va trinh tu hiéu qua
nhét dé thuc hién céc test.

5.2.5 Factors Influencing the Test Effort - Cac yéu t6 anh hwéng dén nd luc test

Test effort estimation involves predicting the amount of test-related work that will be needed in order to
meet the objectives of the testing for a particular project, release, or iteration - Uéc tinh nd luc test bao
gé)m du doan sd lugng cong viéc lién quan dén test s& can dé dap g cac muc ti€u cua test cho mdt du an
cu thé, phat hanh hoac lap lai

Product characteristics- Pic tinh san phim

- The risks associated with the product - Nhirng riii ro lién quan dén san pham
- The quality of the test basis - Chét lugng cta co sé test

- The size of the product - Kich thudc ciia san pham

- The complexity of the product domain - Sy phirc tap ciia mién san pham

- The requirements for quality characteristics (e.g., security, reliability) - Cac yéu cau vé dic tinh

chét lugng (vi du: bao mat, dJ tin cdy)
- The required level of detail for test documentation - Mirc d6 chi tiét can thiét cho tai liéu test
- Requirements for legal and regulatory compliance - Yéu ciu tuan thi phap ludt va quy dinh

Development process characteristics - Pic diém qua trinh phat trién

- The stability and maturity of the organization - Sy 6n dinh va trudng thanh cia to chirc

- The development model in use - M6 hinh phat trién duoc sir dung
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- The test approach - Phuong phap test
- The tools used - Cac cong cu dugc str dung
- The test process - Qua trinh test
- Time pressure - Ap luc thoi gian
People characteristics - Pic diém con nguoi

- The skills and experience of the people involved, especially with similar projects and products
(e.g., domain knowledge) - Ky nang va kinh nghiém cta nhitng nguoi lién quan, dac biét 1a voi

cac du an va san pham tuong ty (vi du: kién thirc vé tén mién)
- Team cohesion and leadership - Su gin két va lanh dao nhom

Test results - Két qua test

- The number and severity of defects found -Sé luong va mitrc 46 nghiém trong ctia defect duoc tim

thy
- The amount of rework required - S6 lwong 1am lai can thiét

5.2.6 Test Estimation Techniques - Ky thuat wérc tinh test
Two of the most commonly used techniques are - Hai trong s6 cac k§ thuat duoc sir dung phd bién nhat
la::

1. The metrics-based technique: estimating the test effort based on metrics of former
similar projects, or based on typical values - Ky thuat dua trén s6 liéu: ude tinh nd luc
test dua trén sb liéu cua cac dy 4n tuong tu trudc day hoac dua trén céc gia tri ti€u biéu

Project Requirement | Design | Coding | Testing | Quality CM | Risk
management | development assurance buffer
Average | 10% 15% 10% 25% 35% 2.5% 2.5% | 10%
100 old
projects
Project |? ? ? 1250pd | ?? ? ?
A
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2. The expert-based technique: estimating the test effort based on the experience of the owners
of the testing tasks or by experts - K§ thuat dya trén chuyén gia: uéc tinh nd lyc test dya trén

kinh nghiém ctia chu s¢ hitu cac nhiém vu test hodc bdi cac chuyén gia

WBS- Work Breakdown Structure

0.0
Retail Web Site
10 | 20 3.0 40 | 50
Project Requirements Design and Site Software Testing and
Management Gathering Analysis Development Production
4.1 42 4.3 | I 4.4
pibrienc s ozt || conortrstn
4.21 4,22 4,23 424 4.4.5
mglementaton Devsiopmen Subaysions Catalog Engine Procescing

5.3 Test Monitoring and Control - Test giam sat va kiém soat

Test monitoring is to gather information and provide feedback and visibility about test activities,
measure and assess test progress and measure whether the test exit criteria - Giam sat test 1a thu thap
thong tin va cung cip phan hoi va kha ning hién thi vé cac hoat dong test, do ludng va danh gia tién
trinh test va do luong xem céc tiéu chi thoat test

Test control describes any guiding or corrective actions taken - Kiém soat test mé ta bat ky hanh dong
huéng dan hodc khéc phuc duoc thuc hién:

- Re-prioritizing tests when an identified risk occurs (e.g., software delivered late) - Uu tién test
lai khi xay ra rti ro d xac dinh (vi du: phdn mém duoc giao tré)

- Changing the test schedule due to availability or unavailability of a test environment or other
resources - Thay dbi lich test do tinh kha dung hoac khong ¢ ciia méi truong test hodc cac tai
nguyén khac

- Re-evaluating whether a test item meets an entry or exit criterion due to rework - Panh gia lai
liéu mot muc test co dap tng tiéu chi xuat nhap canh hay khong do 1am lai

5.3.1 Metrics Used in Testing - S6 liéu dwoc sir dung trong test
Metrics can be collected during and at the end of test activities in order to assess - Sé liéu c6 thé dugc thu
thap trong va khi két thiic cac hoat dong test dé dénh gia:

- Progress against the planned schedule and budget - Tién d6 so voi ké hoach va ngan sach
- Current quality of the test object - Cht lwong hién tai cia ddi twong test
- Adequacy of the test approach - Su phu hop cua phuong phap test
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- Effectiveness of the test activities with respect to the objectives - Hiéu qua cua cac hoat dong test
ddi voi cac muc tiéu

Common test metrics include - Céc sé liéu test pho bién bao gdm:

- Percentage of planned work done in each test activities - Ty 1& phan trim céng viéc duogc 1én ké
hoach thuc hién trong mdi hoat dong test

- Test case execution (e.g., number of test cases run/not run, test cases passed/failed, and/or test
conditions passed/failed) - Thuc hién truong hop test (vi du: sb truong hop test chay / khong
chay, truong hop test da vuot qua / khong thanh cong va / hodc diéu kién test dd vuot qua /
failure)

- Defect information (e.g., defect density, defects found and fixed, failure rate, and confirmation
test results) - Thong tin 131 (vi du: mat d6 161, 16i duoc tim thay va c¢b dinh, ty 1¢ failure va két qua
test xac nhan)

- Test coverage of requirements, user stories, acceptance criteria, risks, or code -

Test pham vi yéu cau, yéu ciu ctia nguoi dung, tiéu chi chap nhan, rai ro hodc
code

- Task completion, resource allocation and usage, and effort - Hoan thanh nhiém
vu, phan b va sir dung tai nguyén, va nd luc

- Cost of testing, including the cost compared to the benefit of finding the next defect or the cost
compared to the benefit of running the next test - Chi phi test, bao gdm chi phi so véi lgi ich
ctia viéc tim ra defect tiép theo hodc chi phi so véi loi ich ctia viée chay test tiép theo

5.3.2 Purposes, Contents, and Audiences for Test Reports - Muc dich, ndi dung va déi tweng cho
béo cao test

The purpose of test reporting is to summarize and communicate test activity information, both during and
at the end of a test activity - Muc dich ctia bao céo test 13 tom tit va tmyén dat thong tin hoat dong test, ca
trong va khi két thuc hoat dong test

Content common to test progress reports - Noi dung pho bién dé test bao cao tién do::

- The status of the test activities and progress against the test plan - Tinh trang cua cac hoat
dong test va tién do so v6i ké hoach test

- Factors impeding progress - Cac yéu t6 can tro tién do

- Testing planned for the next reporting period - Test ké hoach cho giai doan bao céo tiép theo

- The quality of the test object - Chat luong cua dbi tuong test

Typical test progress reports and test summary reports may include - Bao céo tién do test dién hinh va bao
c4o tom tat test co thé bao gom::

- Summary of testing performed - Tom tit test thuc hién

- Analysis the information on what occurred during a test period - Phén tich thong tin vé nhiing gi
da xdy ra trong mot giai doan test

- (\Variances) Deviations from plan - Sai 1éch so voi ké hoach
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- Metrics of defects, test cases, test coverage, activity progress, and resource consumption - S6
liéu vé 161, truong hop test, pham vi test, tién do hoat dong va muc tiéu thu tai nguyén.

- (Evaluation) Residual risks - Rui ro ton tai

- Reusable test work products produced - San pham 1am viéc test tai san xuat

5.4 Configuration Management - Quan ly cau hinh

sl % \Remgniﬂc-n |->| Investigation -t-\ ﬁ.ction|
|dentification @U Change management  (Disposition Reporting

The purpose of configuration management is to establish and maintain the integrity of the component or
system, the testware, and their relationships to one another through the project and product lifecycle -
Muc dich ctua quén ly cAu hinh 14 thiét 1ap va duy tri tinh toan ven cua thanh phén hoac hé théng, phén

mém test va moi quan hé cua chiing v4i nhau thong qua vong doi du an va san pham::

- All test items are uniquely identified, version controlled, tracked for changes, and related to
each other - Tét ca cac myc test dugc xac dinh duy nhét, kiém soat phién ban, theo ddi cac thay
ddi va lién quan dén nhau

- All items of testware are uniquely identified, version controlled, tracked for changes, related to
each other and related to versions of the test item(s) so that traceability can be maintained
throughout the test process - T4t ca cic muc cua phdn mém test dugc xac dinh duy nhét, kiém
so4t phién ban, theo ddi cac thay doi, lién quan dén nhau va lién quan dén cac phién ban cta
(cac) muc test dé c6 thé duy tri kha nang truy nguyén trong suét qua trinh test

- All identified documents and software items are referenced unambiguously in test
documentation - Tt ca cac tai liéu dugc xac dinh va cac muc phan mém duge tham chiéu ro
rang trong tai liéu test

5.5 Risks and Testing - Rui ro va test

5.5.1 Definition of Risk - Pinh nghia rii ro
Risk involves the possibility of an event in the future which has negative consequences - Rui ro lién quan
dén kha nang cua mot sy kién trong tuong lai ¢ hau qua tiéu cuc.

The level of risk is determined by the likelihood of the event and the impact (the harm) from that event -
Muc do rui ro dugce xac dinh bdi kha nang cua sy kién va tac dong (tac hai) tur sy kién do.

5.5.2 Product and Project Risks - Riii ro san pham va dw an

Project risk Product risk (quality risks)
A risk to the project’s capability to deliver A risk to quality of product
products: Scope, cost, Time
Related to management and control of the Directly related to the test object
(test) project: - Failure-prone software delivered
- Skill, training and staff shortages - The potential that the software/hardware could
- Personnel issues cause harm to an individual or company
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- Political issues

- Technical issues
- Schedules

- Budget

- Work product: SRS, code, design, test
documents

Actions: PM and Test manager
- Mitigation or reduce risk

Project risk

Rui ro d6i v6i kha nang cung cap san pham
cua du an: Pham vi, chi phi, Thoi gian
Lién quan dén quan 1y va kiém soat du an
(test):

- K¥ ndng, dao tao va thiéu hut nhan
vién
- Véan d@ nhan su
- Vén dé chinh tri
- Vén dé k¥ thuat
- Lich trinh
- Ngéan sach

Poor software characteristics (e.g., functionality,
reliability, usability and performance)

Poor data integrity and quality

Software that does not perform its intended
functions

User experience (UX) feedback might not meet
product expectations

A loop control structure may be coded incorrectly
A particular computation may be performed
incorrectly in some circumstances

Actions: Tester

Risk-based testing

Product risk (quallty risks)

Nguy co d6i v6i chat luong san pham

Lién quan tryc tiép dén ddi tugng test

Phan mém dé bj 15

Kha ning phan mém / phan ctng c6 thé gay hai
cho ca nhan hoac cong ty

bic diém phén mém kém (vi du: chure nang, do
tin cdy, kha nang str dung va hiéu suat)

Tinh toan ven va chit luong dit liéu kém

Phan mém khong thyce hién cac chirc nang du
dinh cta n6

Phan hdi vé trai nghiém nguoi ding (UX) c6 thé
khong dap tmg mong doi cua san pham

Mot ciu tric diéu khién vong 13p c6 thé duoc
code khong chinh xéac

Mot tinh toan cu thé c6 thé duoc thuc hién khong
chinh x4c trong mét s trudng hop

5.5.3 Risk-based Testing and Product Quality - Test dwa trén rii ro va chat lwgng san pham

Risk is used to focus the effort required during testing. It is used to decide where and when to start testing
and to identify areas that need more attention - Risks are used to focus the effort required during testing.
It is used to decide where and when to start testing and to identify areas that need more attention - Rui ro
dugc st dung dé tap trung nd lyc can thiét trong qua trinh test. N6 duoc sir dung dé quyét dinh noi va khi
nao bat dau test va dé xac dinh cac khu vuc can cha y hon.
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Testing is used to reduce the probability of an adverse event occurring, or to reduce the impact of an
adverse event - Test dugc sur dung dé giam xac suét cua céc su kién bat loi hodc dé giam tac dong cua cac
su kién bit loi.

Testing is used as a risk mitigation activity, to provide feedback about identified risks, as well as
providing feedback on residual (unresolved) risks - Test duoc sir dung nhu mét hoat dong giam thiéu rui
ro, dé cung cAp phan hoi vé cac rui ro di xac dinh, ciing nhu cung cip phan hdi vé cac rui ro con lai (chua
duoc giai quyét).

In a risk-based approach, the results of product risk analysis are used to - Theo cach tiép can dua trén rui
ro, két qua phan tich rai ro san pham duoc sir dung dé:

- Determine the test techniques to be employed - Xac dinh k¥ thuat test nao s€ duogc sur dung

- Determine the particular levels and types of testing to be performed (e.g., security testing,
accessibility testing) - Xac dinh cac cAp do va loai test cu thé s& dugc thuc hién (vi du: test bao
mat, test kha nang truy cép)

- Determine the extent of testing to be carried out - Xac dinh pham vi test sé dugc thuc hién

- Prioritize testing in an attempt to find the critical defects as early as possible - Test wu tién trong
nd luc tim kiém cac defect nghiém trong cang sém cang tot

- Determine whether any activities in addition to testing could be employed to reduce risk (e.g.,
providing training to inexperienced designers) - Xac dinh xem c6 hoat dong nao khac ngoai test co
thé duoc sir dung dé giam rai ro hay khong (vi du: cung cip dio tao cho cac nha thiét ké thiéu
kinh nghiém)

Risk activities include - Cac hoat dong rui ro bao gom:

- Analyze (and re-evaluate on a regular basis) what can go wrong (risks) - Phan tich (va danh gia lai
mot cach thuong xuyén) nhiing gi c¢6 thé sai (rai ro)

- Determine which risks are important to deal with (risk level: likelihood, impact) - Xac dinh rui ro
nao 1a quan trong dé giai quyét (mtrc d6 rui ro: kha ning, tac dong)

- Implement actions to mitigate those risks - Hay hanh dong dé giam thiéu nhiing rai ro d6

- Make contingency plans to deal with the risks should they become actual events - Lap ké hoach
du phong dé doi pho véi rii ro néu chung tr¢ thanh sy kién thuc su

The testing may identify new risks, help to determine what risks should be mitigated, and lower
uncertainty about risks - Test co thé xac dinh rui ro méi, giup xac dinh rai ro ndo can duoc giam thiéu va
giam rai ro khong chic chan

5.6 Defect Management

Since one of the objectives of testing is to find defects, the discrepancies between actual and expected
outcomes need to be logged as incidents. Muc tiéu cuia test 14 tim 13i, vi thét tat ca nhiing su sai léch giira
két qua thuc té va két qua mong doi déu phai duoc ghi nhan 1a 1 incidents

An incident must be investigated and may turn out to be a defect. Appropriate actions to dispose incidents
and defects should be defined. Incidents and defects should be tracked from discovery and classification
to correction and confirmation of the solution. — Mot sy ¢b phai dugc truy vét va c6 thé chuyén thanh 13i.
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Cac hanh dong thich hop can duoc xac dinh dé giai quyét su ¢b va 16i. Su ¢b va 151 nén dugc theo ddi tur
khi phat hién ra va phan loai dé sta chira

In order to manage all incidents to completion, an organization should establish an incident management
process and rules for classification. — Dé quan Iy duoc tt ca cac su cd dén khi hoan toan, t6 chirc nén
thiét 1ap quy trinh quan 1y su ¢, cic quy tic phan loai

Incident reports have the following objectives- Bao co su ¢ c6 cac muc dich sau:

Provide developers and other parties with feedback about the problem to enable identification,
isolation and correction as necessary — Cung cip cho LTV va c4c bén thong tin phan hdi vé sy cb dé
c6 thé xac dinh, dinh vi n6 va stra chita nd néu can

Provide test leaders a means of tracking the quality of the system under test and the progress of the
testing — Cung cip cho céc test leader mot phuong tién dé theo ddi chat luong

Provide ideas for test process improvement — Cung cap ¥ tudng cho viéc cai tién quy trinh test

A defect report filed during dynamic testing typically includes - Mt bao céo 16i dugc nop trong qua trinh
test dong thuong bao gdom:

An identifier - Mot dinh danh

A title and a short summary of the defect being reported - Mot tiéu dé va mot ban tom tat ngan vé
defect dugc bao cao

Date of the defect report, issuing organization, and author - Ngay bao cao 15, to chtrc phat hanh
va tac gia

Identification of the test item (configuration item being tested) and environment - Xac dinh muc
test (muc cau hinh dang duogc test) va méi truong

The development lifecycle phase(s) in which the defect was observed - Giai doan vong doi phat
trién trong d6 quan sat thay defect

A description of the defect to enable reproduction and resolution, including logs, database dumps
screenshots, or recordings (if found during test execution) - Mé ta vé 18i dé cho phép tai tao va
phan giai, bao gdm nhat ky, co s dit liéu chup man hinh hodc ban ghi (néu dugc tim thay trong
khi thyce hién test)

Expected and actual results - Két qua mong doi va thyc té

Scope or degree of impact (severity) of the defect on the interests of stakeholder(s) - Pham vi hoac
mirc d6 anh hudng (mirc d6 nghiém trong) cua defect dbi voi loi ich cua (cac) bén lién quan
Urgency/priority to fix - Sy khan cip / wu tién can khic phuc

State of the defect report (e.g., open, deferred, duplicate, waiting to be fixed, awaiting
confirmation testing, re-opened, closed) - B4o céo trang thai 16i (vi du: md, hodn, trung lap, cho
sura chira, cho test xac nhan, mo lai, dong)

Conclusions, recommendations and approvals - Két luan, khuyén nghi va phé duyét

Global issues, such as other areas that may be affected by a change resulting from the defect - Cac
van dé chung, chang han nhu cac linh vuc khac c6 thé bi anh hudng boi mot thay doi do defect
Change history, such as the sequence of actions taken by project team members with respect to the
defect to isolate, repair, and confirm it as fixed - Thay dbi lich str, chang han nhu chudi cac hanh
dong duoc thuc hién boi cac thanh vién trong nhom du an lién quan dén 15i dé cach ly, stra chita
va xac nhan no 1a ¢b dinh
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- References, including the test case that revealed the problem - Tai liéu tham khao, bao gdm ca
truong hop test da tiét 16 van dé
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Chapter 6: Tool Support for Testing
6.1 Test Tool Considerations - Cong cu test xem xét

6.1.1 Test Tool Classification - Phan loai cdng cu test
Test tools can have some purposes - Cong cu test ¢6 thé c6 mot sé muc dich:

- Improve the efficiency of test activities by automating repetitive tasks or tasks that require significant
resources when done manually (e.g., test execution, regression testing) - Cai thién hi¢u qua cua cac
hoat dong test béng cach ty dong hoa cac tac vu lap di 1ap lai hoac cac tac vu yéu cau tai nguyén
quan trong khi duoc thuc hién tha cong (vi du: thuc hién test, test hdi quy)

- Improve the efficiency of test activities by supporting manual test activities throughout the test
process - Nang cao hiéu qua cta cac hoat dong test bﬁng cach hd tro cac hoat dong test thu cong
trong sudt qua trinh test

- Improve the quality of test activities by allowing for more consistent testing and a higher level of
defect reproducibility - Cai thién chét luong ctia cac hoat dong test bang cach cho phép test phi
hop hon va mure do tai tao defect cao hon

- Automate activities that cannot be executed manually (e.g., large scale performance testing) - Tu
dong hoa cac hoat dong khong thé duoc thyc hién thi cong (vi du: test hiéu sudt quy mé 16n)

- Increase reliability of testing (e.g., by automating large data comparisons or simulating behavior) -
Tang d6 tin cay cua test (vi du: br:ing cach ty dong so sanh dir li¢u 16n hoac hanh vi mo6 phdéng)

Tool categories - Cac loai cong cu
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Support management Support for static testing

Test management tools Tools that support reviews
Requirements management tools Static analysis tools (D)
Defect management tools
Configuration management tools
Continuous integration tools (D)

Support for test execution and logging Support for performance measurement

Test execution tools and dynamic analysis

Coverage tools Performance testing tools

Test harnesses (D) Monitoring tools

Unit test framework tools (D) Dynamic analysis tools (D)
Support for test design and Support for specialized testing needs
implementation Data quality assessment

Test design tools Data conversion and migration

Model-Based testing tools Usability testing

Test data preparation tools Accessibility testing

Acceptance test driven development Localization testing

(ATDD) and behavior driven Security testing

development (BDD) tools

Teat driven develnnment (TDD) tnnls

Portability testing

6.1.2 Benefits and Risks of Test Automation - Lgi ich va rai ro caa tw dong hoa test
Potential benefits of using tools to support test execution include - Loi ich tiém ning cua viéc str dung cac
cong cu dé hd tro thuc hién test bao gdm:

- Reduction in repetitive manual work (e.g., running regression tests, environment set up/tear down
tasks, re-entering the same test data, and checking against coding standards), thus saving time -
Giam cong viéc thu cong lap di 1ap lai (vi du: chay test hoi quy, thiét 1ap / xé bo cac tac vu moi
truong, nhép lai cing mot dit lidu test va test theo céac tiéu chudn code), do d6 tiét kiém thoi gian

- Greater consistency and repeatability (e.g., test data is created in a coherent manner, tests are
executed by a tool in the same order with the same frequency, and tests are consistently derived
from requirements) - Tinh nhat quan va d¢ 1ap lai cao hon (vi du: dir li¢u test dugc tao theo cach
mach lac, cac test dugc thuc hién bdi mdt cong cu theo cung thir tu voi cung tan s va cac test
ludn xuat phét tir yéu cau)

- More objective assessment (e.g., static measures, coverage) - Banh gia khach quan hon (vi du: cac
bién phap tinh, bao hiém)
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- Easier access to information about testing (e.g., statistics and graphs about test progress, defect
rates and performance) - Truy cap dé dang hon dén thong tin vé test (vi du: théng ké va biéu d6
vé tién trinh test, ty 18 15i va hiéu suat)

Potential risks of using tools to support testing include - Rui ro tiém tang cua viée str dung cac cong cu dé
hd tro test bao gom:

- Expectations for the tool may be unrealistic (including functionality and ease of use) - Ky vong
cho cong cu nay co thé khong thuc té (bao gdm ca chic ning va dé st dung)

- The time, cost and effort for the initial introduction of a tool may be under-estimated
(including training and external expertise) - Thoi gian, chi phi va nd luc cho viéc gidi thiéu
ban dau ctia mot cong cu c6 thé duge ude tinh thap (bao gdm dao tao va chuyén mén bén
ngoai)

- The time and effort needed to achieve significant and continuing benefits from the tool may be
under-estimated (including the need for changes in the test process and continuous improvement
in the way the tool is used) - Thoi gian va nd luc can thiét dé dat duoc loi ich dang ké va tiép tuc
tir cong cu cd thé duge udce tinh thap (bao gdm nhu cau thay d6i trong quy trinh test va cai tién
lién tuc trong cach sur dung cong cu)

- The effort required to maintain the test assets generated by the tool may be under-estimated - N6
luc can thiét dé duy tri cac tai san test dugc tao ra boi cong cu co thé duge udce tinh thap

- The tool may be relied on too much (seen as a replacement for test design or execution, or the
use of automated testing where manual testing would be better) - Cong cu nay c6 thé dia vao
qua nhiéu (dugc xem la su thay thé cho thiét ké test hodc thuc thi hodc su dung test ty dong
trong do6 test thu cong sé tot hon)

- Version control of test assets may be neglected - Kiém soat phién ban cua tai san test c6 thé bi bo
qua

- Relationships and interoperability issues between critical tools may be neglected, such as
requirements management tools, configuration management tools, defect management tools and
tools from multiple vendors - Mi quan hé va cac van dé vé kha ning twong tic giita cac cong cu
quan trong co thé bi bo qua, chang han nhu cong cu quan 1y yéu cau, cong cu quan 1y cau hinh,
cong cu quan 1y 18i va cong cuy tir nhidu nha cung cap

- The tool vendor may go out of business, retire the tool, or sell the tool to a different vendor

- Nha cung cap cong cu co6 thé ngimg hoat dong, nghi huu cong cu hodc ban cong cu cho
mot nha cung cip khac

- The vendor may provide a poor response for support, upgrades, and defect fixes - Nha cung
cAp co thé cung cip phan hoi kém cho hd trg, nang cap va stra 16i

- An open source project may be suspended - Mot du an ngudn mo cé thé bi dinh chi

- Anew platform or technology may not be supported by the tool - Mot nén tang hodc cong nghé
méi co thé khong dugc cong cu hd tro

- There may be no clear ownership of the tool (e.g., for mentoring, updates, etc.) - C6 thé khong co
quyén sO hiru ro rang cua cong cu (vi du: dé cb van, cap nhat, v.v.)
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6.1.3 Special Considerations for Test Execution and Test Management Tools - Can nhic dic biét
cho céc cong cu quan ly test va thuec thi test
Test execution tools - Test cong cu thue thi

Data-driven scripting technique
Data files store test input and
expected results in  table or
spreadsheet

support capture/playback tools

K¥ thuat kich ban dya trén dir li¢u
Tép dit liéu luu trir dAu vao test va
két qua mong doi trong bang hodc
bang tinh

hd tro cac cong cu chup / phat lai

Example keyword driven:

Keyword User
Add_ User User1
Add_User @Rec34
Reset Password User1
Delete User User1
Add_User User3
Delete_User User2

Keyword-driven scripting
technique

data files store test input, expected
results and keywords in table or
spreadsheet

writing script manually

K¥ thuat kich ban dya trén tir khda
tép dit liéu luu trir dau vao test, két
qua du kién va tir khoa trong bang
hodc bang tinh

viét kich ban thi cong

Result
User added message

Password
Pass1

Model-Based testing (MBT)

a functional specification to be
captured in the form of a
model, such as an activity
diagram

The MBT tool interprets the
model in order to create test
case specifications which can
then be saved in a test
management tool and/or
executed by a test execution
tool

Test dua trén mo6 hinh (MBT)
mot dac ta chirc nang dugce ghi
lai dudi dang mo hinh, chéng
han nhu so dd hoat dong

Cong cu MBT dién giai mo
hinh dé tao ra céac dic ta truong
hop test, sau d6 c6 thé duoc
luu trong mot cong cu quan ly
test va / hoac duoc thuc thi boi
mot cong cu thuc thi test

@Rec35 User added message

Welcome Password reset confirmation message
Invalid username/password message

Pass3 User added message

User not found message

Test management tools - Cong cu quan ly test

Test management tools often need to interface with other tools or spreadsheets for various reasons,
including - Cac cong cu quan Iy test thudng can giao dién voi cac cong cu hodc bang tinh khac vi

nhiéu Iy do, bao gom:
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- To produce useful information in a format that fits the needs of the organization - Dé tao ra
thong tin hitu ich trong mét dinh dang pht hop véi nhu cau cua t6 chic

- To maintain consistent traceability to requirements in a requirements management tool - Dé
duy tri kha ning truy nguyén nhat quan theo yéu cau trong mét céng cu quan Iy yéu cau

- To link with test object version information in the configuration management tool - Dé lién
két v6i thong tin phién ban dbi twong test trong céng cu quan 1y ciu hinh

6.2 Effective Use of Tools - St dung hiéu qua cac cdng cu

6.2.1 Main Principles for Tool Selection - Nguyén tiic chinh dé lwa chon cong cu

Assessment of organizational maturity, strengths and weaknesses and identification of opportunities
for an improved test process supported by tools - Panh gia vé mirc do truong thanh cua td chic,
nhiing diém manh va diém yéu va xac dinh cac co hoi cho mot qua trinh test cai thién duoc hd tro boi
cac cong cu

Understanding of the technologies used by the test object(s), in order to select a tool that is compatible
with that technology- Hiéu biét vé cac cong nghé dugc sir dung bai (cac) dbi tugng test, dé chon mot
cong cu tuong thich voi cong nghé do

The build and continuous integration tools already in use within the organization, in order to ensure
tool compatibility and integration - Cac cong cu tich hop va xay dung lién tuc da dugc sur dung trong
t6 chtrc, dé dam bao kha ning tuwong thich va tich hop cong cu

Evaluation of the tool against clear requirements and objective criteria - Panh gia cong cu theo cac
yéu ciu 13 rang va tiéu chi khach quan

Consideration of whether or not the tool is available for a free trial period (and for how long) - Xem
xét liéu cong cu c6 san trong thoi gian dung thir mién phi hay khong (va trong bao 1au)

Evaluation of the vendor (including training, support and commercial aspects) or support for non-
commercial (e.g., open source) tools - Panh gia ctia nha cung cap (bao gdm céc khia canh dao tao, hd
tro va thuong mai) hoic hd tro cho cac cong cu phi thuong mai (vi du: ngudén ma)

Identification of internal requirements for coaching and mentoring in the use of the tool - Xac dinh
cac yéu cau ndi bd dé huan luyén va ¢ véan trong viéc st dung cong cu

Evaluation of training needs, considering the testing (and test automation) skills of those who will be
working directly with the tool(s) - Panh gia nhu cau dao tao, xem xét cac k¥ ning test (va test tuw dong
hoéa) cuia nhitng nguoi s& lam viée truc tiép voi (cac) cong cu

Consideration of pros and cons of various licensing models (e.g., commercial or open source) - Xem
xét uu va nhuge diém ctia cdc mo hinh cap phép khac nhau (vi du: thwong mai hoic nguén mo)
Estimation of a cost-benefit ratio based on a concrete business case (if required) - Udc tinh ty 1€ chi
phi - loi ich dua trén trudng hop kinh doanh cu thé (néu can)

6.2.2 Pilot Projects for Introducing a Tool into an Organization

Gaining in-depth knowledge about the tool, understanding both its strengths and weaknesses

Evaluate how the tool fits with existing processes and practices, and determine what would need to
change - Panh gi4 cach cong cu phii hop véi quy trinh va thuc hanh hién c6, va xac dinh nhiing gi can
phai thay doi

Decide on standard ways of using, managing, storing and maintaining the tool and the test assets (e.g.,
deciding on naming conventions for files and tests, creating libraries and defining the modularity of
test suites) - Quyét dinh vé tiéu chuan cua viéc sir dung, quan 1y, luu trit va duy tri cac cong cu va cac
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tai san test (vi du, quyét dinh vé quy udc dat tén cho céc tap tin va cac bai test, tao cac thu vién va xac

dinh mo dun ctia phong test)

Assess whether the benefits will be achieved at reasonable cost - Banh gia xem nhitng lgi ich s€ dat

duoc véi chi phi hop 1y

- Understanding the metrics that you wish the tool to collect and report, and configuring the tool to
ensure these metrics can be captured and reported

6.2.3 Success Factors for Tools

Rolling out the tool to the rest of the organization incrementally - Mé rong cac cong cu dé phan con
lai cta t6 chirc timg budc

Adapting and improving processes to fit with the use of the tool - Thich (mg va cai tién quy trinh dé
phu hgp véi viée st dung cac cong cu

Providing training and coaching/mentoring for new users - Cung cap dio tao va huan luyén / tw vin
cho nguoi dung mai

Defining usage guidelines - Xac dinh cac huéng dan sir dung

Implementing a way to gather usage information from the actual use - Trién khai thyuc hién dé thu
thap thong tin sur dung tur viéc st dung thuc té

Monitoring tool use and benefits - Giam sat viéc sir dung cong cu va 1¢i ich

Providing support for the test team for a given tool - Cung cép hd tro cho cac nhom test cho mot cong
cu cho

Gathering lessons learned from all teams - Bai hoc Gathering hoc dugc tir tat ca cac doi
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